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Foreword

Vocational Education and Training (VET) plays a significant role in preparing youth for relevant
occupation and meeting the skill demand of the changing labour market. This is even more
relevant, as India is witnessing accelerated youth population and the need for preparing skilled
workforce for the growing economy. The strong partnership with the industry partners
characterises India's National Shill Qualification Framework (NSQF], The Vocationalisation of
Education in Schools under Samagra Shiksha by the Ministry of Education, Government of India
is spearheading and catalysing the role of vocational education and training in equipping young
people with skills.

The recent reforms through National Educational Policy (NEP) 2020 have focused on making VET
system more coherent and flexible to both the needs of the labour market and social challenges.
Improving the learning pathways and bridging the gap between vocational and general education
and avoiding dead ends is another goal The ultimate goal is to ensure flexibility and
responsiveness to the needs through education and training and to provide a strong framework
for lifelong learning.

Reflecting on vocational education and training priorities, and recent developments in the
system, priority has to be placed on developing vocational teachers of trainers to act as the link
between education and training and employment. Preparing a cadre of professionally trained.
vocational teachers is vital for imparting quality vocational education and developing skilled
workforce in different sectors In this perspective, the PSS Central Institute of Vocational
Education (PSSCIVE), Bhopal has introduced a 'Diploma in Vocational Education and Training'
through distance mode, with the aim to develop a pool of trained vocational teachers or resource
persons in spearheading the effective, Implementation of the scheme an vocationalisation of
education in schools across India, The Diploma in VET is a one year programme, which will be
taught in four blocks of tri-semester. It aims at providing the learners with the latest knowledge,
skills and competencies in the field of vocational education and training Among others, the
programme will also enable the learners to appreciate the ethical dimension of teacher
professionalism in Vocational Education. The goal is to. equip the learners with a strong
theoretical and practical understanding of VET while integrating ICT in their teaching.

I acknowledge the contributions of the material development team, reviewers and the support
team for their contributions in the development of this self- learning material. We would welcome
suggestions, which would help us to improve further the quality of this programme.

Wish you all the very best in this endeavor.

Dr. Deepak Paliwal
Joint Director
PSSCIVE, Bhopal

PSS Central Institute of Vocational Education WWW.psscive.ac.in
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About the Textbook

“Junior Cyber Security Associate for Class 12” is a concise yet comprehensive textbook designed
to equip students with the essentials of cyber security. Through clear explanations and practical
exercises, students learn the foundational concepts of network security, operating systems, and
advanced areas such as "cryptography and ethical hacking, scanning techniques, MITM attack
types, password cracking, and intrusion detection systems". By engaging in hands-on projects,
students gain practical experience in identifying threats, safeguarding systems, and applying
both basic Linux and Windows commands for effective problem-solving.

This book provides a structured pathway for students to acquire valuable skills that are
increasingly in demand. Whether students aim to pursue higher education or enter the
workforce, this textbook serves as a stepping stone to success in dynamic roles such as cyber
security analyst, network administrator, and system administrator. The book is divided into two
units, meticulously covering every aspect of "Cryptography and Ethical Hacking" and "Network
and Infrastructure Security" with added focus on real-world attacks and defenses.

Throughout the textbook, emphasis is placed on "recognizing and addressing vulnerabilities,
understanding attack mechanisms like MITM and password cracking, applying cryptographic
techniques, and implementing network security with intrusion detection systems". Practical
exercises and case studies accompany each chapter, ensuring that students develop the critical
ability to build secure, stable, and efficient computing environments.

Dr. Munesh Chandra

Professor

Department of Engineering and Technology
PSSCIVE, NCERT, Bhopal
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Unit 1
Cryptography and Ethical Hacking

This unit introduces students to key concepts and practical skills in the field of cybersecurity,

providing foundational knowledge and hands-on experience to tackle modern security

challenges. Below is a summary of the topics covered:

Cryptographic Techniques and Applications: Students will gain expertise in encryption and

decryption methods, such as symmetric and asymmetric cryptography, and explore real-world

applications, including secure communications, e-commerce, and digital signatures. Practical

activities involve implementing algorithms like the Caesar Cipher and RSA to understand their

effectiveness.

1. Cryptography: Learners will explore the basics of cryptography, study key techniques,
distinguish between symmetric and asymmetric methods, and understand PKI along with
its different system types through practical examples and case studies.

2. Overview of Scanning: Learners will understand the role of information gathering in
cybersecurity, explore scanning methods and network scanning techniques, and study
concepts like sniffing and OSINT frameworks. They will also gain practical insights into
detecting network attacks using tools such as Wireshark through demonstrations and
case studies.

3. MITM (Man-in-the-Middle) Attacks and Countermeasures: Learners will understand
different types of MITM attacks, such as session hijacking and DNS spoofing, and explore
countermeasures like encryption, secure protocols, and public key infrastructure (PKI).
Theoretical knowledge will be reinforced with case studies and simulated attack
scenarios.

4. Password Cracking: Students will study password vulnerabilities and common cracking
techniques, such as brute force and dictionary attacks. The importance of strong
password policies and modern authentication methods will be emphasized to mitigate
risks.

S. Denial of Service (DoS) Attacks and Countermeasures: Learners will analyze the
impact of DoS and DDoS attacks on networks and services, exploring countermeasures
like firewalls, traffic filtering, and anomaly detection. Practical sessions will include
simulating attacks and evaluating response strategies.

6. Steganography: The concept of hiding information within digital media will be covered,
with hands-on exercises to implement steganography techniques. Learners will also study
methods for detecting steganographic content and its applications in secure data
transmission.

This unit combines theoretical insights and practical exercises to equip students with the tools
and knowledge needed to understand, analyze, and mitigate cyber threats effectively. It fosters
critical thinking and prepares learners to engage with cybersecurity challenges in academic and
professional settings.

PSS Central Institute of Vocational Education WWW.psscive.ac.in
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Cryptography

Cryptography is the practice of techniques for secure and safe communication in the presence
of third parties called adversaries. It deals with developing and analyzing protocols that prevent
malicious third parties from repossessing information being shared between two entities,
thereby following the various aspects of information security. Secure Communication refers to
the scenario where the message or data shared between two parties can’t be accessed by an
adversary. In cryptography, an adversary is a malicious entity that aims to retrieve precious
information or data thereby undermining the principles of information security. Cryptography
provides a way to protect data by converting it into an unreadable format for transmission or
storage purposes. Application of cryptography includes electronic commerce, intranets,
extranets, and many other web applications.
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1.1 Introduction to Cryptography

Cryptography is the practice of techniques for secure and safe communication in the presence
of third parties called adversaries. It deals with developing and analyzing protocols that prevent
malicious third parties from repossessing information being shared between two entities, thereby
following the various aspects of information security. Secure Communication refers to the
scenario where the message or data shared between two parties can’t be accessed by an
adversary. In cryptography, an adversary is a malicious entity that aims to retrieve precious
information or data thereby undermining the principles of information security. Cryptography
provides a way to protect data by converting it into an unreadable format for transmission or
storage purposes. Application of cryptography includes electronic commerce, intranets,
extranets, and many other web applications.

1.1.1 Cryptography techniques

Cryptography is closely related to the disciplines of cryptology and cryptanalysis. In today's
computer-centric world, cryptography is most often associated with scrambling plaintext

PSS Central Institute of Vocational Education WWW.psscive.ac.in
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(ordinary text, sometimes referred to as cleartext) into ciphertext (a process called encryption),
then back again (known as decryption). Individuals who practice this field are known as
cryptographers. Figure 1.2 shows a secure digital world with Cryptography.

Fig 1.1 A Secure Digital World with Cryptography

Encryption Algorithms

Cryptography is broadly classified into two categories: Symmetric key Cryptography and
Asymmetric key Cryptography (popularly known as public key cryptography). Refer to Figure
1.2.

Cryptography

Asymmetric
Key

Symmetric Key

Fig 1.2 Types of Cryptography
1.1.2 Types of Cryptography:

There are several types of cryptography, each with its unique features and applications. There
are two types of cryptography techniques: Symmetric and Asymmetric.

1. Symmetric Key Cryptography: This type of cryptography approach involves the use of a
single key to encrypt and decrypt data. Both the sender and receiver use the same key, which
must be kept secret to maintain the security of the communication. When encrypting data, the
sender uses the symmetric key to ensure that an unauthorized person or process cannot access
the original data. The recipient uses the same symmetric key to decrypt the data once they receive
it.

The most popular Symmetric Key system is the Data Encryption Standard (DES), See Figure 1.3.

PSS Central Institute of Vocational Education WWW.psscive.ac.in
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Fig 1.3 Symmetric Key Cryptography

2. Asymmetric Key Cryptography: Asymmetric Key Cryptography, also known as public-key
cryptography uses a pair of keys: a public key and a private key, to encrypt and decrypt data.
The public key encrypts the data, and the associated private key decrypts the data. The private
key is intended to never be exposed to network users. The public key, which is an attribute of
the certificate, is widely distributed in the network to allow users to perform encryption
operations and digitally sign data. Keys are different but are mathematically related.

Encryption Decryption

Public Key of the Private Key of the
Receiver - published Receiver - only know
to the sender (& may to the receiver!!

be known to everyone)

Fig 1.4 Asymmetric Key Cryptography

1.2 Cryptography: Public Key Infrastructure (PKI)

Ensuring data security and protecting privacy are top priorities for most internet users.
Encryption is a vital security measure that prevents unauthorized access to data, and Public Key
Infrastructure (PKI) is one of the most widely used cryptographic methods.

1.2.1 Public Key Infrastructure (PKI)

PKI consists of physical components (such as Computers, Hardware Security Modules (HSM), or
Smart Cards), human processes (like validation and checks), and software (applications and
systems) that manage the lifecycle of digital certificates. These components support
cryptographic operations like encryption and digital signatures, which ensure the following core
security principles:

PSS Central Institute of Vocational Education WWW.psscive.ac.in
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e Confidentiality: Restricts access to data, allowing only authorized individuals to view it.
e Authentication: Verifies the legitimacy of the user or entity accessing a system.
e Data Integrity: Ensures that data remains accurate and unchanged during its lifecycle.

e Non-repudiation: Prevents users from denying their involvement in sending a message or
signing a document.

PKI Components

e Certification Authority (CA): Issues and manages digital certificates, signing them with its
digital certificate.

e Registration Authority (RA): Acts as an intermediary, verifying applicant identity and
ensuring certificate usage constraints are followed.

e Central Directory (CD): Stores and organizes digital certificates, managing expired or
revoked certificates through the Certificate Revocation List (CRL).

Digital Signature: A digital signature ensures message integrity while offering non-repudiation.
It involves creating a hash value of the message using a hash function. The sender encrypts the
hash with their private key, generating a digital signature. The receiver decrypts the signature
and compares the hash value to ensure the message's integrity. Any alteration in the message
will result in a different hash value, exposing tampering.

Digital Certificate: A digital certificate includes details about the certificate holder, such as their
identity, the certificate's validity period, and its intended applications. It is digitally signed by the
issuing CA to ensure authenticity. Certificates enable secure communication by verifying the
certificate holder without physical interaction. They contain the holder's public key, the issuing
CA's details, and validity dates, ensuring the certificate's authenticity and usage limits.

Example of PKI Application: Web browsers integrate certificates from various Certification
Authorities (CAs) to support secure HTTPS communication via the Transport Layer Security (TLS)
protocol. When setting up a secure web server, a public and private key pair is generated. The
server owner submits a Certificate Signing Request (CSR) containing the public key and identity
details to a CA. Once verified, the CA signs the CSR and provides a certificate that the server
integrates. When a user connects to the web server, their browser validates the server's certificate
through the CA, confirming its identity and ensuring a secure connection.

Public and Private Keys

PKI relies on a pair of cryptographic keys:
e Public Key - This key is shared openly and used for encrypting data.
e Private Key - This key is kept secret and used for decrypting data.

For example, when you visit a secure website (HTTPS), your browser receives the website’s public
key, which it uses to establish a secure connection. The private key remains with the website’s
server.

Certificate Revocation List (CRL) and Online Certificate Status Protocol (OCSP)

Sometimes, a digital certificate must be revoked before its expiration date. This can happen if
the certificate’s private key is compromised or the owner’s identity changes.

e CRL (Certificate Revocation List) — A list of revoked certificates published by the CA.

e OCSP (Online Certificate Status Protocol) — A protocol that allows real-time verification
of a certificate’s status instead of checking a CRL manually.

PSS Central Institute of Vocational Education WWW.psscive.ac.in
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1.2.2 Types of PKI Systems

PKI systems can be classified into different types based on their structure and use cases. Below
are the most common types:

Enterprise PKI

Enterprise PKI is used within organizations to manage internal security. It is commonly used for:
e Securing employee email communications
e Enforcing multi-factor authentication
e Protecting internal networks and VPNs

Since enterprise PKI is managed by the company itself, it provides flexibility and control over
certificate issuance and policies.

Public PKI

Public PKI is managed by external, trusted CAs like DigiCert, Global Sign, and Let's Encrypt. It
is used for securing:

e Websites with SSL/TLS certificates
e Online banking transactions
e Secure government communications

Since public PKI involves third-party verification, it enhances trust in online transactions.

Private PKI

A private PKI is used by organizations for internal security but does not rely on external CAs. It
is commonly used for:

e Protecting IoT devices
e Enabling secure access to company resources
e Encrypting sensitive internal data

Since private PKI is not publicly trusted, its certificates cannot be used for public websites.

Cloud-Based PKI

With the rise of cloud computing, many organizations prefer cloud-based PKI services. Cloud PKI
eliminates the need for maintaining an in-house PKI infrastructure and provides on-demand
certificate management. It is ideal for:

e Securing cloud applications
e Managing digital identities at scale

e Reducing IT infrastructure costs

Hybrid PKI

Hybrid PKI combines elements of both public and private PKI. Organizations may use public PKI
for external-facing applications (such as website security) while maintaining a private PKI for
internal use (such as employee authentication). This model offers a balance between security
and flexibility.

PSS Central Institute of Vocational Education WWW.psscive.ac.in
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@Points to remember:

PKI ensures digital security by verifying identities and encrypting data.

Certificate Authorities (CAs) issue digital certificates to verify trust.

Digital certificates act as online identity cards for websites, emails, and organizations.
Public and private keys are used for secure communication.

CRL and OCSP help check if a certificate is still valid.

Different types of PKI exist for businesses, public websites, and cloud services.

Practical Activity 1.1

Objective: To learn about how encryption protects data and how encrypted data can be
decrypted with the right key.

Tools & Platform Needed:
Hardware: Desktop/Laptop/Tablet/ Mobile Phone with internet

Apps: Use basic cryptography tools (such as GPG or simple online encryption tools) to encrypt
and decrypt a message.

Procedure:

Step 1. Divide the class into groups of 3-4 students.

Step 2. Assign a few groups a plain message to encrypt with a key.

Step 3. Assign a few groups an encrypted message and a key to decrypt it

Step 4. All group members will explore and document various results of encryption and
decryption.

Step 5. Each group will showcase their findings in the form of presentation slides in front of
the class and discuss the importance of Cryptography in information security.

Learning Outcomes: Understand how encryption keeps information secure, the difference
between symmetric and asymmetric encryption, and why it's essential for data privacy.

Practical Activity 1.2
Objective: To learn and compare symmetric and asymmetric encryption techniques.
Tools & Platform Needed:
Hardware: Desktop/Laptop/Tablet/ Mobile Phone with internet
Apps: Python IDE, Python Libraries: pycryptodome, sympy, rsa
Procedure:
Step 1. Divide the class into groups of 3-4 students.

Step 2. Assign each group either Symmetric or Asymmetric encryption techniques (AES/RSA)
for implementing in Python

Step 3. Each group will write a Python program to demonstrate Symmetric and Asymmetric
encryption and decryption.

Step 4. All group members will encrypt and decrypt the sample text using both methods and
document various results of the encryption and decryption program.

Step 5. Each group will showcase their findings in the form of presentation slides in front of

PSS Central Institute of Vocational Education WWW.psscive.ac.in
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the class and discuss the importance of Cryptography in information security.

Learning Outcomes: Understand how encryption keeps information secure, the difference
between symmetric and asymmetric encryption, and why it's essential for data privacy.

List of other suggested practical activities:
1. Implementing Caesar Cipher

Students can write a Python program to implement the Caesar Cipher, one of the simplest
encryption techniques. They will learn to encrypt and decrypt messages by shifting letters of
the alphabet. For example:

e Encrypt: "HELLO" — "KHOOR" (shift by 3)
e Decrypt: "KHOOR" — "HELLO" (reverse the shift)
2. Exploring Substitution Ciphers

Students can create a substitution cipher that replaces each letter of the alphabet with a
different character. They can encode messages and then attempt to decrypt them by frequency
analysis, learning how cryptanalysis breaks this cipher.

3. Building an RSA Algorithm

Teach students the basics of RSA encryption, where they generate public and private keys
using large prime numbers. They can use Python libraries like sympy for prime generation
and encrypt/decrypt a simple message. For example:

e Encrypt: "SECRET" using the public key.
e Decrypt: Return "SECRET" using the private key.
4. Developing Hash Functions

Students can implement a basic hash function, understanding its role in data integrity. For
instance, they can compute the hash of a string (like "Hello World") and learn about hash
collisions and practical applications in password storage.

5. Simulating Secure Communication

Create a practical project where students simulate secure communication between two parties
using cryptographic techniques. For example, they can generate and exchange symmetric keys
for the encryption and decryption of messages.

Summary

e Cryptography secures communication against adversaries by converting data into
unreadable form.

e Two main types of cryptography are Symmetric Key (single shared key for encryption and
decryption, e.g., DES) and Asymmetric Key (public/private key pair).

e Public Key Infrastructure (PKI) is a widely used method for ensuring secure communication
and managing digital certificates.

e Core principles ensured by PKI include confidentiality, authentication, integrity, and non-
repudiation.

e Digital certificates verify identity and enable secure communication through public keys.

e Public keys are openly shared for encryption, while private keys remain secret for decryption.

PSS Central Institute of Vocational Education WWW.psscive.ac.in




Junior Cyber Security Associate — Grade XI| “

e Certificate Revocation List (CRL) and Online Certificate Status Protocol (OCSP) manage
invalid or revoked certificates.

ASSESSMENT
A. Multiple Choice Questions (MCQs)

1. What is the primary purpose of Public Key Infrastructure (PKI)?
a) To speed up internet connections
b) To provide secure authentication and encryption
c) To store large amounts of data
d) To replace passwords entirely

2. Which component of PKI is responsible for issuing digital certificates?
a) Registration Authority (RA)
b) Digital Signature Authority (DSA)
c) Certificate Authority (CA)
d) Encryption Manager

3. What does a digital certificate primarily contain?
a) Only the certificate holder’s name
b) A public key and other identity details
c) The private key of the user
d) A password for decrypting messages

4. Which protocol is used for real-time verification of certificate validity?
a) SSL
b) TLS
c) CRL
d) OCSP

5. Which PKI component verifies user identity before a certificate is issued?
a) Certificate Authority (CA)
b) Registration Authority (RA)
c) Public Key Server
d) Digital Notary

6. In asymmetric cryptography, what is the relationship between the public and private keys?
a) They are identical
b) They are mathematically related but different
¢) They are randomly generated and not linked
d) Both keys are kept secret

7. What is the main advantage of Public PKI?
a) It requires no external verification
b) It is controlled entirely by the organization
c) It is widely trusted by users and browsers
d) It does not require encryption

8. Which type of PKI is most commonly used for securing websites and online transactions?
a) Enterprise PKI
b) Private PKI
c) Public PKI
d) Hybrid PKI

PSS Central Institute of Vocational Education WWW.psscive.ac.in
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9. What happens if a digital certificate is compromised before its expiration date?
a) It remains valid until it expires
b) It must be revoked and added to the CRL
c) The owner must generate a new public key only
d) Nothing, as only the private key matters

10. What does the "non-repudiation" feature of PKI ensure?
a) The encryption process is faster
b) The sender cannot deny sending a message
c) The message is automatically decrypted
d) The message cannot be altered

B. Fill in the Blanks

1. is a system used to provide secure communication and authentication in digital
environments.

A is responsible for issuing and managing digital certificates.

A verifies user identity before a CA issues a digital certificate.

A key is used to encrypt data, while a key is used to decrypt it.

The protocol is used for real-time checking of certificate status.
encryption uses the same key for both encryption and decryption.

A digital certificate contains a key that is publicly shared.

The list of revoked certificates maintained by a CA is called the

P e N G @R

PKI is commonly used for securing websites and online transactions.

10. PKI is used internally within an organization and does not rely on external CAs.

. True or False

PKI is only used for securing websites. (False/True)

A Certificate Authority (CA) verifies identities and issues digital certificates. (False/True)
Public and Private keys in asymmetric cryptography are the same. (False/True)

CRL is used for real-time verification of certificate status. (False/True)

Hybrid PKI combines features of both public and private PKI. (False/True)

A revoked certificate remains valid until its expiration date. (False/True)

Digital certificates ensure authentication and encryption. (False/True)

Public PKI is mainly used for internal corporate security. (False/True)

© ® N o g kR Db =0

A digital signature ensures the integrity and authenticity of a message. (False/True)

10. PKI is not necessary for online banking transactions. (False/True)

D. Short Answer Question:
1. What is cryptography?
2. Who is an adversary in cryptography?
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What is the purpose of encryption?

What are the two main types of cryptography?
What is symmetric-key cryptography?

What is asymmetric-key cryptography?

What does PKI stand for?

What is the role of a Certificate Authority (CA)?

© ® N o g kW

What does a digital signature ensure?

10. What is a CRL?

E. Long Answer Questions:
1. Explain the difference between symmetric and asymmetric cryptography with examples.

2. Describe the components of a Public Key Infrastructure (PKI) system. Discuss Certificate
Authority (CA), Registration Authority (RA), Digital Certificates, CRL, and OCSP in detail.

3. What is the process of digital signature creation and verification? Explain how a message
is hashed, signed with a private key, and verified with a public key, ensuring integrity.

4. List and explain the different types of PKI systems. Describe Enterprise PKI, Public PKI,
Private PKI, Cloud-Based PKI, and Hybrid PKI, including their uses and benefits.

5. How does PKI ensure secure web communication? I[llustrate the HTTPS example,
discussing certificate issuance, browser validation, and TLS protocol use.

Answer Key
A. Multiple Choice Questions
1.b, 2.c, 3.b, 4.d, 5.b, 6.b, 7.c, 8.c, 9.b, 10.b

B. Fill-in-the-blanks

1. Public Key Infrastructure (PKI), 2. Certificate Authority (CA), 3. Registration Authority RA),
4. Public, Private, 5. OCSP (Online Certificate Status Protocol), 6. Symmetric, 7. Public,
8. Certificate Revocation List (CRL), 9. Public, 10. Private

C. True/False questions
1. False, 2. True, 3. False, 4. False, 5. True, 6. False, 7. True, 8. False, 9. True, 10. False
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Chapter-2

Overview of Scanning

At a School in Delhi, a group of class 12 students, including Arjun, Meera, and Rohan, were
excitedly working on their final IT project hosted on the school's local network. The project was
due in a few weeks, and everyone was eager to complete the presentation. However, things
took an unexpected turn when the network started behaving erratically—files disappeared
mysteriously, some were corrupted, and frequent glitches slowed down their progress.

Concerned, the school's IT administrator, Mr. Ravi Sharma, investigated the issue and
discovered that the network had been infiltrated by malware. After thorough checks, it was
revealed that the malware had entered through Rohan’s personal laptop, which he had
connected to the school network without proper security measures.

Unfortunately, his IT team had overlooked regular network scanning and device monitoring.
Had Mr. Sharma used network scanning tools, the unauthorized device could have been
flagged early, preventing the malware from spreading across the system and disrupting the
students' project.

The schools and other organizations are increasingly adopting digital tools and collaborative
platforms. Networking scanning is crucial for safeguarding sensitive data, ensuring smooth
collaboration, and preventing malicious attacks. Regular security practices can protect
projects, resources, and the entire learning environment.

2.1 Information Gathering in Cybersecurity

In cybersecurity, "information gathering" is a crucial process that involves collecting data about
a target system to understand potential risks and vulnerabilities, divided into two main
categories: active information gathering, where direct interaction with the target system occurs,
and passive information gathering, which involves collecting data without directly interacting
with the target system. Key points about information gathering:
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Active Information Gathering:

¢ Techniques include port scanning, network sniffing, and penetration testing.
e Provides a detailed picture of the target system's open ports, services, and vulnerabilities.

Passive Information Gathering:

e Techniques include searching public records, domain registration information, social media
profiles, and analyzing leaked databases.

e Does not directly interact with the target system, minimizing the risk of detection.

e Can still provide valuable information about the target organization and its online presence.

Passive information gathering helps uncover a wealth of data without alerting the target that
their information is being accessed. Both active and passive techniques are equally vital for
assessing and improving cybersecurity defenses.

2.1.1 Key Techniques in Information Gathering

Several methods are used to collect information on a target system or network. Some of the most
common techniques include:

Footprinting: The process of gathering information about a system’s architecture, such as its
IP addresses, DNS records, and domain names. By analyzing publicly available data, such as
WHOIS databases and search engines, cybersecurity professionals or malicious actors can build
a detailed map of a system's infrastructure.

Network Scanning: Tools like Nmap or Wireshark allow cybersecurity experts to scan networks
for open ports, running services, and system vulnerabilities. This information helps in identifying
weak points that attackers could exploit. It also aids defenders in identifying misconfigurations
or unnecessarily exposed services that could lead to a breach.

Social Engineering: This technique involves manipulating individuals to reveal confidential
information or gain unauthorized access. Phishing attacks and pretexting are common examples
of social engineering. Information gathering through this technique often targets human
vulnerabilities, such as employees in an organization, rather than technological weaknesses.

Vulnerability Scanning: Cybersecurity experts employ vulnerability scanners to identify
potential weaknesses in a system or application. Tools such as Nessus or OpenVAS perform
thorough scans to detect unpatched software, misconfigurations, and other vulnerabilities that
may expose the system to attack.

Search Engine Reconnaissance: Attackers often use search engines to gather public
information about their targets. This can include employee names, email addresses, project
details, or even sensitive documents accidentally indexed by search engines. These data points
can then be used for further attacks like spear phishing or identity theft.

Open Source Intelligence (OSINT):

e OSINT involves collecting information from publicly available sources like social media,
company websites, and online databases.

e It provides insights into target infrastructure, personnel, and technologies.

e Tools like Shodan can be used to detect leaked passwords, software versions, and other
sensitive information.

e OSINT can also be used to track movements and identifiers across various ad platforms.
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2.1.2 Importance of Information Gathering in Cybersecurity

Identifying Vulnerabilities: One of the key benefits of information gathering is the ability to
identify vulnerabilities before they can be exploited by attackers. By understanding the attack
surface of an organization, cybersecurity teams can focus their resources on patching
weaknesses, configuring firewalls, and ensuring that the network is as secure as possible.

Threat Intelligence: Information gathering aids in the development of threat intelligence. By
collecting data on potential threat actors, attack patterns, and emerging threats, organizations
can anticipate attacks and develop preemptive defenses. This knowledge also enhances response
times, as cybersecurity teams are better prepared to handle specific attack scenarios.

Incident Response: During a security breach or attack, information gathering allows teams to
trace the source of the attack, understand its impact, and take remedial actions. Gathering data
during a live incident is crucial for containing damage, restoring normal operations, and learning
from the attack to prevent future incidents.

Red Teaming & Penetration Testing: Information gathering is foundational to both red teaming
(simulated attacks) and penetration testing (ethical hacking). Before launching an attack
simulation, a red team gathers intelligence about the target to test the effectiveness of security
defenses and discover real-world vulnerabilities.

Regulatory Compliance: Many industries, such as finance and healthcare, require adherence
to strict regulations regarding data protection and cybersecurity. Information gathering helps
organizations ensure compliance by identifying gaps in security measures that could lead to non-
compliance or exposure of sensitive data.

2.2. Scanning

Scanning is an essential technique in the process of identifying and assessing vulnerabilities
within a network or system. It involves actively probing systems, devices, and networks to map
out their structure and identify potential weaknesses that could be exploited by attackers (Figure

2.1).
>
>

Hacker Information System

Fig 2.1 Scanning in the network

The primary goal of scanning is to detect open ports, services running on devices, and security
flaws in configurations or software. Scanning is the process of probing systems and networks to
find vulnerabilities or gather useful information for potential attacks. This can be done using
specialized software tools, and the goal is often to discover weaknesses or open ports that can be
exploited.

Types of Scanning:

There are different types of scanning techniques, such as network scanning and vulnerability
scanning, each aimed at gathering specific types of information.

Network Scanning identifies devices on a network and checks for open ports and services. It
helps identify devices and systems connected to a network. Port scanning focuses on identifying
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open communication ports that could allow unauthorized access. It involves probing a network
or a system with packets (messages sent over a network to check its status) to gather useful
information. The steps that need to be followed:

1. Host discovery. This step involves determining which hosts on a network are online or
offline. This is typically done by sending a ping request to the target hosts and waiting for a
response. Ping or ARP scans to detect active and live host devices.

2. Port scanning: Once the active hosts are identified, the next step is to check which ports are
open on those hosts. This is usually done by sending packets to the ports of the target hosts
and waiting for a response. It identifies open ports using TCP or UDP scanning.

3. Service and Version detection: This step involves determining what services are running
on the open ports. Each port is usually associated with a particular service.

4. Operating system detection: The last step often involves determining the operating system
the host uses. This can be done through various techniques, like analyzing the responses to
specific queries.

Vulnerability Scanning detects weaknesses in software or hardware configuration that can be
exploited by attackers. Vulnerability scanning is a process of identifying, locating, and assessing
the security vulnerabilities of a computer system, network, or application. This process is
performed using automated software tools that scan for known vulnerabilities, as well as
weaknesses in the configuration and implementation of the system being tested, such as
outdated versions or misconfigurations that can be exploited. It ensures whether the detected
services have known exploits or not.

Tools Used in Scanning

e Nmap (Network Mapper): Identifies live hosts and open ports.

e Angry IP Scanner: A Lightweight tool for scanning IP addresses and ports.
e Nessus: Automated vulnerability scanning tool.

e OpenVAS: Free vulnerability scanner.

e Wireshark: It is a network protocol analyzer that captures and analyzes network traffic. This
capturing and analysis of network traffic is performed in real time.

2.3 Network Scanning Techniques

A ping sweep is a technique used to ping multiple IP addresses within a specific range to identify
which hosts are active. It works by sending ICMP echo requests to several addresses
simultaneously and determining which ones respond.

A ping scan, on the other hand, is a broader term that includes any type of scanning that utilizes
ICMP requests to check if hosts are online. While a ping sweep is primarily used to discover
multiple hosts in a network, a ping scan serves various purposes, such as identifying individual
hosts, conducting port scanning, and performing general network analysis.

ARP scanning utilizes the Address Resolution Protocol (ARP) to map IP addresses to MAC
addresses, which are essential for data transmission over a network.

SYN scanning, also known as half-open scanning, involves sending a SYN packet as part of the
TCP handshake and waiting for a response. If the target replies with a SYN-ACK packet, it
indicates the port is open. If it responds with an RST (reset) packet, the port is closed. This
method is faster than establishing a full TCP connection and is widely used in network security
assessments.
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Fig 2.2 SYN Scanning

TCP Connect scanning uses the connect system call to try and establish a full TCP connection
with the target machine. It attempts a full connection with target ports. If the connection is
successful, the port is open.

UDP scanning involves sending UDP packets to the target hosts. It checks for open UDP ports.
If an 'ICMP port unreachable' error is returned, the port is closed. If there's no response, the port
might be open.

Xmas & FIN Scan is used to bypass firewalls and IDS detection.

Version detection scanning helps to determine the version of the services running on open
ports.

Port scanning is a method used to examine a target system to determine which network ports
are open or closed.

Nmap is a widely used security auditing tool designed for actively analyzing and enumerating
networks or target systems. It serves both cybersecurity professionals and attackers in the
reconnaissance phase—one of the five stages of hacking. Nmap is primarily used for host
discovery, port scanning, OS identification, version detection, and determining active services on
live hosts. It accomplishes this by sending packets and analyzing the responses.

Port scanning is a core function of Nmap, allowing users to assess the status of network ports
on active hosts. Ports may be categorized as open, filtered, or closed, depending on their
accessibility and security settings. To initiate a scan, Nmap can be executed in the command
line with appropriate switches tailored to the type of scan being performed.

While scanning is valuable for identifying vulnerabilities and strengthening security defenses, it
can also be exploited for malicious purposes. As a result, ethical cybersecurity practices must
be maintained to ensure responsible usage.

Key Points: Conditions for Exploiting Scanning Techniques
Attackers can leverage scanning techniques under specific conditions:

1. Physical Access to the Target System - Using a port scanner or ping sweep, they can
identify open ports.

2. Vulnerable Target Software — Weaknesses in applications may allow attackers to execute
TCP connect scans or SYN flood attacks.
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3. Administrator Privileges on Windows Systems — To perform SYN flood attacks, attackers
require admin-level access to manipulate the network traffic effectively.

Understanding these factors is essential for both ethical hacking and securing networks against
potential threats.

2.4 Sniffing

It refers to the process of intercepting and monitoring network traffic to analyze data packets
traveling within a network. Ethical hackers often use sniffing techniques to identify
vulnerabilities, detect security issues, and protect networks against malicious attacks. When
employed responsibly, sniffing can be a valuable tool for enhancing cybersecurity.

Ethical hackers must obtain permission before performing sniffing activities and use sniffing
techniques solely for identifying and addressing vulnerabilities in target networks. Sniffing is
both a powerful and sensitive tool in ethical hacking, enabling network security improvements
while emphasizing the importance of accountability and compliance with legal standards.

Types of Sniffing:
1. Packet Sniffing: Captures individual packets that are sent over the network.
2. Network Sniffing: Watches the overall network to see what data is being transferred.

3. Wireless Sniffing: Specifically listens to data being sent over Wi-Fi networks.

Packet Sniffing

Packet sniffing is processing any data that has to be transmitted over a computer network. Any
data that needs to be transmitted over a network is broken down into smaller units (sender’s
side) called data packets and reassembled at the receiver's node in the original format. Data
packets are the smallest unit of communication over a computer network. It is also called a
block, a segment, a datagram, or a cell. The act of capturing data packets across the computer
network is called packet sniffing. It is similar to wiretapping a telephone network. It is mostly
used by crackers and hackers to collect information illegally about networks. It is also used by
ISPs, advertisers, and governments. ISPs use packet sniffing to track all your activities, such as:

e Websites You Visit
e Search Queries

e Downloaded Files
e Streaming Activity

e App Usage

Network Sniffing

Network sniffing in cybersecurity refers to the process of capturing and analyzing data packets
that travel across a network. This practice can be used for both legitimate security testing and
malicious attacks. Sniffers, which can be software or hardware, intercept and examine data
packets to reveal information like usernames, passwords, and other sensitive data.
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Wireless sniffing

Wireless sniffing refers to the process of monitoring and capturing wireless network traffic,
typically through the use of specialized software or hardware tools. This can be done for various
purposes, such as network troubleshooting, security auditing, or unauthorized surveillance. In
wireless sniffing, the data packets that are transmitted over Wi-Fi or other wireless protocols are
captured and analyzed.

How Wireless Sniffing Works:

Capturing Data: Wireless sniffers operate in "monitor mode" or "promiscuous mode," where they
can capture all data that is transmitted over the airwaves, even if the traffic is not directed at the
specific device.

Data Analysis: Once the packets are captured, they can be analyzed for a variety of things, such
as network performance, encryption types, data breaches, or other security vulnerabilities.

Tools Used:

e Wireshark: A popular network protocol analyzer that can be used for sniffing and
analyzing traffic.

o Kismet: A wireless network detector and sniffer for 802.11 wireless networks.

e Aircrack-ng: A suite of tools used for network auditing, including sniffing and cracking
WEP and WPA/WPA2 passwords.

e Protocols Monitored: Wireless sniffing generally focuses on protocols like Wi-Fi (IEEE
802.11), Bluetooth, Zigbee, etc., capturing information like SSIDs, MAC addresses, and
encrypted traffic.

2.5 Overview of Open-source Intelligence (OSINT) Framework

e The OSINT framework is a structured approach that combines data, tools, techniques,
and analytical methods to assist security teams in quickly and accurately identifying
information about potential threats or adversary activities.

e While vast amounts of publicly available data can be used by cybersecurity professionals,
the challenge lies in managing and extracting valuable insights from the overwhelming
volume of OSINT information spread across various sources. To maximize its
effectiveness, high-value intelligence gathered through OSINT must be properly
integrated with cybersecurity tools and systems.

2.5.1 Components of OSINT
e Public Databases: WHOIS records, DNS records, government databases.

e Social Media Intelligence (SOCMINT): Monitoring platforms like Twitter, LinkedIn,
Facebook, and other social media applications.

e Dark Web Intelligence: Tracking activities on Tor and underground forums.
e Geospatial Intelligence (GEOINT): Analyzing satellite images and maps.

. OSINT Tools
e SpiderFoot: Automates OSINT data collection.

e Recon-ng: Modular framework for reconnaissance.
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e FOCA: Extracts metadata from documents.

e ExifTool: Analyzes metadata in images.

2.5.2 Applications of OSINT

e Cybersecurity Threat Intelligence - Detecting phishing campaigns, exposed
credentials.

e Law Enforcement & Investigations — Tracking criminals and illicit activities.

e Corporate Security & Risk Assessment — Identifying potential risks to organizations.

2.5.3 OSINT Collection Techniques

Open-source intelligence (OSINT) collection generally falls into two categories: passive collection
and active collection.

e Passive Collection involves gathering publicly available data into a centralized, easily
accessible location. Machine learning (ML) and artificial intelligence (Al) assist in organizing,
prioritizing, and filtering this data based on predefined rules set by an organization.

e Active Collection employs various investigative techniques to uncover specific information.
It can be used as needed to supplement cyber threat profiles generated by passive data tools
or support a particular investigation. Common OSINT tools for active collection include
domain or certificate registration lookups to identify domain ownership and public malware
sandboxing to analyze applications for threats.

Both approaches play a crucial role in cybersecurity, enabling analysts to identify potential risks
and enhance security measures.

2.6 Detecting Network Attacks Using Wireshark

e Wireshark is a powerful tool used for capturing and analyzing network traffic. It allows
network administrators and security experts to identify and diagnose network issues,
including network attacks. Detecting network attacks with Wireshark involves monitoring
network packets for suspicious patterns that could indicate malicious activity.

e Wireshark is a network protocol analyzer that captures packets from a network connection,
such as communication between your computer and the internet or a local office network. It
breaks it down into readable details. It supports many protocols and provides a detailed view
of network communication, which is essential for detecting attacks.

Wireshark is one of the most widely used packet sniffers worldwide, offering three key functions:

1. Packet Capture — It monitors network traffic in real time, collecting entire streams of data,
which may include thousands of packets at once.

2. Filtering — It allows users to refine captured data by applying filters, ensuring only relevant
information is displayed.

3. Visualization - Wireshark provides a detailed view of individual network packets while
enabling users to analyze entire conversations and data flows within the network.

These capabilities make Wireshark an essential tool for network analysis, troubleshooting, and
cybersecurity investigations.
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Common Network Attacks

Before diving into detection methods, it's crucial to understand the types of attacks Wireshark
helps identify:

Denial of Service (DoS): Attackers overwhelm a network with excessive traffic, causing services
to crash.

Man-in-the-Middle (MITM): Attackers intercept and potentially alter communication between
two parties.

Packet Sniffing: Attackers capture unencrypted data traveling through the network.

Port Scanning: Attackers scan open ports to identify vulnerabilities in a network.

How Wireshark Detects Network Attacks:
e Analyzing Packet Headers: Identifies anomalies in TCP/IP headers.
e Detecting Malicious Traffic: Flags unusual data flows and unauthorized connections.

e Inspecting Protocols: Helps identify unusual HTTP, DNS, or ARP behavior.

2.6.1 Setting Up Wireshark for Attack Detection
To start detecting attacks using Wireshark:
(a) Install Wireshark on your system.

I. Go to https://www.wireshark.org/download.html

II.  Select your OS platform for Wireshark installation.
II1. In order to be able to capture packets, install the Install ChmodBPF package.

IV. If you would like to add the path to Wireshark, TShark, capinfos, editcap, and other
command-line utilities to the system PATH, install the Add Wireshark to the system
path package.

The Wireshark application window is shown in Fig. 2.4 for reference.
(b) Capture Network Traffic: Select the network interface to monitor and start capturing data.

(c) Set Filters: Use filters to focus on specific types of traffic, such as TCP, UDP, or ICMP, to
simplify attack detection. Wireshark helps detect attacks by looking for abnormal patterns
or known attack signatures in the network traffic.

(d) Detecting DoS Attacks:

Look for unusual spikes in traffic volume or a large number of packets from a single source.

Apply filters like ip.src == [attacker IP] to track excessive traffic.
(e) Detecting MITM Attacks:

Monitor for unencrypted communication (HTTP instead of HTTPS).

Look for ARP (Address Resolution Protocol) poisoning, where IP-to-MAC address mappings
are manipulated.
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Fig. 2.3 Wireshark Application
(f) Detecting Packet Sniffing:

e Look for suspicious packets that reveal sensitive information, especially if encryption is
not used.

e Check for protocols like FTP or Telnet, which transmit data in plaintext.
(g) Detecting Port Scanning:

e Identify frequent connection attempts to various ports from a single IP address.

e Use filters to spot SYN packets (e.g., tcp.flags.syn == 1), which may indicate a port scan.
(h) Analyzing Suspicious Packets

Once an attack is detected, analyze suspicious packets:

e Follow TCP Streams: Reconstruct entire conversations to see what data is being
exchanged.

e Examine Packet Details: Check source and destination addresses, ports, and protocols
used to identify the nature of the attack.

e Check for Anomalies: Look for patterns that deviate from normal traffic, such as sudden
increases in packet size or volume.
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2.6.2 Common Network Attacks Detected with Wireshark

Attack Type How Wireshark Helps Detect It
Denial-of-Service (DoS) Detects excessive traffic from a single source.
Man-in-the-Middle (MITM) Identifies unexpected ARP replies (ARP spoofing).
DNS Spoofing Captures forged DNS responses.

Detects unusual outbound connections to known

Malware & Botnets C&C servers.

Port Scanning Flags excessive SYN packets from an IP address.

2.6.3 Wireshark Filters for Attack Detection
e Identify SYN Flood Attack: tcp.flags.syn == 1 and tcp.flags.ack ==
e Detect ARP Spoofing: arp.duplicate-address-detected == 1

e Monitor DNS Traffic for Suspicious Queries: dns.qry.name contains malicious-
domain.com

e Detect Unusual HTTP Requests: http.request.method == "POST"

@Points to remember:

e Wireshark is a powerful network analysis tool that captures and decodes network traffic to
detect attacks.

e Understand the types of attacks commonly seen on networks, including DoS, MITM, and
packet sniffing.

e Use filters effectively to narrow down traffic and focus on potentially malicious activity.

e Monitor for abnormal patterns in traffic, such as sudden spikes in packets, unusual
protocols, or suspicious connections.

e Regular traffic analysis is essential for proactive network security to identify and mitigate
threats early.

Continuous learning of attack methods and Wireshark's features ensures better detection and
response capabilities.

Practical Activity 2.1

Objective: Learn to simulate network sniffing and understand its role in detecting
unauthorized activities.

Tools & Platform Needed:
e Hardware: Desktop/Laptop with internet access.
e Apps: Wireshark (packet capturing tool).
Procedure:
1. Divide the class into groups of 3-4.
2. Provide a brief tutorial on how Wireshark captures and analyzes network traffic.

3. Each group captures network packets in a simulated environment (e.g., LAN).
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4. Groups identify the type of traffic captured (e.g., HTTP, TCP) and document findings.

5. Discuss how network sniffing can identify unauthorized activities and how encryption
secures data from sniffing attacks.

6. Each group will showcase their findings in the form of presentation slides in front of
the class and discuss the importance of Network Scanning to mitigate cyber attacks.

Learning Outcome: Learn to monitor network traffic, identify patterns, and understand the
importance of encrypted communication in preventing unauthorized access.

Practical Activity 2.2

Objective: To understand the basics of network scanning by identifying active devices, open
ports on a local network, and the target system.

Tools & Platform Needed:
e Hardware: Desktop/Laptop with internet access.

e Apps: Nmap (Network Mapper), Zenmap (GUI for Nmap), or advanced online network
scanning tools.

Procedure:
1. Divide students into groups of 3-4.
2. Introduce students to Nmap and demonstrate how to perform a basic network scan.

3. Each group will scan their local network to identify connected devices (e.g., laptops,
routers, phones).

4. Perform a port scan using Nmap and note the open and closed ports on the target
system.

S. Ask the groups to document information such as IP addresses, MAC addresses, and
device names.

Research and document the services associated with open ports (e.g., HTTP, FTP).
Groups discuss how hackers can exploit open ports and how to secure them.

Each group presents its findings, describing the purpose of network scanning and its
role in cybersecurity.

Learning Outcomes: Understand how network scanning identifies devices, open ports, and
provides insights into network structure and potential security risks.

List of other suggested practical activities:

1. Objective: To detect unauthorized devices in a network using scanning techniques.
Tools & Platform Needed:
e Hardware: Desktop/Laptop with internet access.
e Apps: Advanced IP Scanner or Angry IP Scanner.

2. Objective: To analyze vulnerabilities in a network using network scanning tools.

Tools & Platform Needed:

e Hardware: Desktop/Laptop with internet access.
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e Apps: Nessus or OpenVAS (vulnerability scanning tools).

3. Objective: To perform SSL stripping and understand the importance of encrypted
communication.

Tools & Platform Needed:
e Hardware: Desktop/Laptop with internet access.

Apps: Bettercap for SSL stripping.

Summary:

e Scanning is a fundamental process in cybersecurity used to identify vulnerabilities in
networks, systems, and devices.

e The primary goal of scanning is to detect open ports, running services, and weaknesses
that attackers might exploit.

e There are different types of scanning, including network scanning (identifying devices in
a network), port scanning (detecting open communication ports), and vulnerability
scanning (finding weaknesses in configurations and software versions).

e Tools such as Nmap, Nessus, and OpenVAS help in conducting various scans.

e Ethical hackers and security professionals use these techniques to strengthen
cybersecurity defenses, while attackers may use them for malicious intent.

e Understanding scanning methods and responsible use is crucial for cybersecurity.

ASSESSMENT
A. Multiple Choice Questions:

1. What is the primary purpose of scanning in cybersecurity?
a) To install new software
b) To identify network vulnerabilities
c) To delete unwanted files
d) To enhance internet speed

2. Which of the following is NOT a type of scanning?
a) Network scanning
b) Port scanning
c) File compression
d) Vulnerability scanning

3. Which tool is commonly used for network scanning?
a) Photoshop
b) Nmap
c) MS Word
d) VLC Player

4. What does a port scan help identify?
a) Open communication ports
b) Computer screen resolution
c) Storage capacity
d) Wi-Fi speed
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5. Which protocol is commonly used in Ping scanning?
a) HTTP
b) TCP
c) ICMP
d) FTP

6. What is the purpose of vulnerability scanning?
a) To identify software weaknesses
b) To format hard drives
c) To defragment disks
d) To install system updates

7. Which scanning technique attempts a full connection with target ports?
a) SYN Scan
b) TCP Connect Scan
c) UDP Scan
d) FIN Scan

8. What type of scanning is used to find active hosts in a network?
a) Port scanning
b) Network scanning
c) Vulnerability scanning
d) Packet sniffing

9. Which of the following is a free vulnerability scanner?
a) Nessus
b) VLC Media Player
c) Angry Birds
d) Spotify

10. What is the first step in the scanning process?
a) Port scanning
b) Service detection
c) Discovering live hosts
d) OS fingerprinting

B. Fill in the Blanks:
1. Scanning helps identify in a network or system.
2. Nmap is a tool used for scanning.
scanning finds open communication ports.
packets are sent in SYN scans to check port status.
Nessus and OpenVAS are used for scanning.
The first step in network scanning is discovery.
An attacker may use scanning techniques for reconnaissance.

scanning helps detect outdated software and misconfigurations.

© ©® N o g Bk w

The Address Resolution Protocol (ARP) is used in scanning.

10. A packet sniffer like Wireshark is used for monitoring.
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. True or False:

Network scanning is used to detect viruses.

SYN scanning is slower than TCP connect scanning.

OpenVAS is a tool used for vulnerability scanning.

ARP scanning maps IP addresses to MAC addresses.

A firewall can block certain types of port scans.

Packet sniffing only works on wired networks.

OS fingerprinting helps identify the operating system of a target device.
Network scanning can be used both legally and illegally.

EE

Nmap is a tool for scanning digital images.

10. The purpose of security scanning is to find and fix vulnerabilities.

Short Answer Questions:
What is the main difference between active and passive information gathering?
Name two tools used for network scanning.

What is footprinting in the context of cybersecurity?

D.
1
2
3
4. Why is passive information gathering less detectable than active gathering?
5. What is the function of a vulnerability scanner?

6. Mention any two common sniffing tools.

7. What is the purpose of SYN scanning?

8. What does OSINT stand for?

9

Which scanning method checks for open UDP ports by analyzing ICMP responses?
UDP Scanning.

10. What kind of data does Wireshark capture during network sniffing?
It captures network packets including headers, payloads, and protocol information.

E. Long Answer Questions:

—_

Explain the importance of information gathering in cybersecurity. Include at least three
key applications.

Describe the process and tools involved in scanning a network.
What are the different types of sniffing, and how are they useful in cybersecurity?

Discuss how Wireshark helps in detecting different types of network attacks.

CU=

Compare and contrast different network scanning techniques like ARP scanning, SYN
scanning, TCP Connect, and UDP scanning.
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Answer Key

A. Multiple Choice Answers:
1. b), 2. ¢), 3. b), 4.a), 5. ¢), 6. a), 7. b), 8. b), 9. a), 10. ¢)

B. Fill in the Blanks Answers:
1. vulnerabilities, 2. Network, 3. Port, 4. SYN, 5. Vulnerability, 6. Host, 7. Information,
8. Vulnerability, 9. ARP, 10. Network

C. True or False Answers:
1. False, 2. False, 3.True, 4. True, 5. True, 6.False, 7.True, 8.True, 9.False, 10. True
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Chapter-3

MITM Attack Types and Countermeasures

Tanvi, a class 12 student from Ernakulam, decided to visit a popular cyber café near her home
to work on her scholarship essays. To make her work easier, she connected to the café's free
Wi-Fi. Unbeknownst to her, a cybercriminal had set up a rogue Wi-Fi network with a name
similar to the café's official network. Through this clever MITM attack, the hacker intercepted
Tanvi's emails and stole her social media login details. This alarming incident made Tanvi
realize the importance of securing her online activities.

Always ensure you are connecting to legitimate Wi-Fi networks, avoid handling sensitive data
on public Wi-Fi, and use a Virtual Private Network (VPN) for added protection.

3.1 Introduction

A Man-in-the-Middle (MITM) attack is a cybersecurity breach where an attacker secretly
intercepts and alters communication between two parties. This type of attack allows the attacker
to steal sensitive information, such as login credentials, financial data, and personal messages.
MITM attacks have evolved alongside technology. Initially, these attacks targeted simple
telephone networks, but today, they threaten online communications, including emails, banking
transactions, and encrypted messages.

MITM attacks can occur in various ways, including through compromised networks, unsecured
connections, and malicious software. The rapid adoption of wireless technologies and cloud
computing has increased the risk of these attacks. Cybercriminals constantly refine their
methods, making it crucial for individuals and organizations to stay updated on the latest
security measures.

MITM Attack

A Man-in-the-Middle (MITM) attack is a type of cyber-attack where a hacker secretly comes
between two people who are trying to communicate. The attacker listens to the conversation and
can even change the information being sent, without either person knowing about it (see Figure
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3.1). For example, if you are sending data to a website, the hacker can place themselves in the
middle and steal or change the data. This type of attack can happen in many different ways and
is often hard to notice until it is too late.

USER WEB APPLICATION

MAN IN THE MIDDLE

Fig 3.1 The Man-in-the-Middle Attack

Hackers use a MITM attack for different reasons. Most often, they try to steal important
information such as credit card numbers or usernames and passwords. Sometimes, they also
use it to secretly listen to private conversations, which may include company secrets or other
valuable information.

Spoofing in cyber security

Spoofing is a trick used by hackers to pretend to be someone else or something else in order to
fool people or computers. In spoofing, the attacker hides their real identity and shows fake
information to make others believe it is genuine. For example: in email spoofing, a hacker sends
an email that looks like it came from your bank, but it’s actually fake.

There are various types of MITM attacks, as shown in Figure 3.2.

Wi-Fi Eavesdropping
DNS Spoofing
IP Spoofing
HTTPS Spoofing
ARP Spoofing

Types of
MITM

Attack

E-mail Hacking
Session Hacking
SSL Stripping
MITB attack

Fig 3.2 Types of MITM Attack
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Wi-Fi Eavesdropping

In simple words we can say Wi-Fi eavesdropping is a type of MITM attack where a hacker spies
on the data you send or receive over a Wi-Fi connection. Attackers often create a fake Wi-Fi
hotspot (for example, named Free_WiFior Airport_WiFi. When you connect to it, they can secretly
watch everything you do online such as messages, passwords, or banking details.

DNS Spoofing

Before we try to understand the DNS spoofing concept, lets understand IP address. Every device
on the internet has an IP address, which is like its home address. Since numbers like
172.217.163.110 are hard to remember, we use names like www.google.com, and the DNS
(Domain Name System) acts like a phonebook to match the name to the correct address. In a
DNS spoofing attack, a hacker changes this phonebook entry. For example, when you type
wwuw.bank.com, instead of going to your real bank’s website, you may be sent to a fake website
made by the hacker, where your login details can be stolen. Another important point to note is
that the fake website usually looks almost the same as the original one.

IP Spoofing

IP Spoofing means a hacker hides their real computer address (IP address) and uses a fake one
to trick others. This makes it look like the message is coming from a trusted computer, when
actually it is from the attacker. Suppose your school computer only accepts messages from the
principal’s computer (IP address: 192.168.1.10). A hacker can change their own IP to match this
address and send a fake message. The school computer will trust it, thinking it came from the
principal, even though it was sent by the attacker.

HTTPS or Website Spoofing

Website spoofing is when a hacker creates a fake website that looks almost the same as the real
one. The goal is to trick users into entering their usernames, passwords, or banking details. For
example: You type www.bank.com, but due to an attack, you are redirected to a fake site that
looks exactly like your bank’s website. It may even show the padlock symbol (). If you enter
your login details, the hacker can steal them.

Email Hacking and Spoofing

Email hacking happens when a hacker breaks into your real email account by stealing or
guessing your password. Once inside, they can read your emails, send fake messages, and even
change your password to lock you out. In contrast, email spoofing does not require access to
your actual account. Instead, the hacker forges the “From” address in an email so that it only
looks like it was sent from you or a trusted source, even though it came from somewhere else.

Lets understand email spoofing with an example. You receive an email that looks like it came
from support@yourbank.com. It says, “Your account is locked. Click this link to verify your details.”
Since the email looks official, you may click the link and enter your password but in reality, the
email was sent by a hacker, and the link leads to a fake website designed to steal your
information.

In short, hacking means the attacker controls your real account, while spoofing only makes a
fake identity to trick others.
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Session Hijacking

When you log in to a website (like Facebook, Gmail, or online banking), the site creates a special
session ID for you. This ID acts like a temporary key that proves you are the real user. In session
hijacking, a hacker steals this session ID and uses it to take over your account without knowing
your password. Once they have the ID, the website thinks the hacker is you and gives them full
access.

SSL Stripping

Normally, secure websites use HTTPS (with a padlock symbol @) to keep your data safe by
encrypting it. In SSL stripping, a hacker downgrades the secure connection (HTTPS) to an
insecure one (HTTP) without you realizing it. This way, the information you send, like passwords
or bank details, is no longer encrypted and can be stolen. You try to visit https://www.bank.com
(secure site). But a hacker sitting in the middle changes it to http://www.bank.com (unsecured).
The site may still look normal, but your login details are now sent in plain text. The hacker can
read or capture them easily.

3.2. Detection Methods for MITM Attacks

¢ Unusual Website Behavior: If a secure site (https://) suddenly shows http:// without the
padlock symbol (@), it may indicate an MITM attack.

o Certificate Warnings: Browsers sometimes show warnings like “This site’s security
certificate is not trusted.” Ignoring these can lead to MITM attacks.

e Unexpected Network Delays: If browsing suddenly becomes unusually slow, it could mean
traffic is being intercepted by an attacker.

e Strange Login Activity: If you notice logins from unknown locations or devices on your
account, it could be a sign of session hijacking through MITM.

e Frequent Disconnections: Repeated Wi-Fi disconnections and reconnections may indicate
a fake Wi-Fi hotspot (rogue access point).

e Using Security Tools: Intrusion detection systems (IDS) or antivirus programs can
sometimes detect unusual traffic patterns caused by MITM attacks.

3.3 Countermeasures Techniques

e Use HTTPS: Always open websites with https:// (the “s” means secure).
Check Website Certificates: Click the lock (® sign in the browser to make sure the site is
genuine. Don’t enter passwords on sites with “Not Secure” warning.

e Use Strong Wi-Fi Security: Use Wi-Fi with WPA2 or WPA3 (never WEP).
Avoid using public/open Wi-Fi without protection.

e VPN (Virtual Private Network): Use a VPN to encrypt your internet traffic, especially on
public Wi-Fi.

o Keep Devices Updated:Regularly update your phone, computer, and apps to fix security
holes.

e Two-Factor Authentication (2FA): Add an extra layer of protection (like OTP on mobile).
Even if a hacker steals your password, they can’t log in without OTP.
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¢ Avoid Suspicious Links: Don’t click on unknown links or download files from untrusted
emails/messages.

e Network Monitoring Tools (for advanced users): Tools like firewalls, IDS/IPS can detect
unusual activities in the network.

@Points to remember:

e MITM Attack: An attacker secretly intercepts and alters communication between two
parties.

e Types of MITM Attacks: Wi-Fi Eavesdropping, DNS Spoofing, IP Spoofing, HTTPS
Spoofing, ARP Spoofing, Email Hacking, Session Hijacking, SSL Stripping, MITB Attack.

e Common MITM Attack Methods: Fake Wi-Fi hotspots, fraudulent banking websites,
session hijacking, phishing emails.

e Spoofing in Cybersecurity: Impersonating a trusted entity to steal data.

e Detection Methods: Network traffic monitoring, spoofed certificate detection, behavioral
analysis.

e Countermeasures: Using VPNs, firewalls, IDS, HTTPS, and email security measures.
e Social Engineering Risks: Attackers manipulate users to reveal sensitive data.
e Encryption Role: Helps secure communications and prevent unauthorized access.

e Authentication Methods: Multi-Factor Authentication (MFA) and digital certificates
help prevent MITM attacks.

e Preventive Measures: Regular software updates, user training, and network
segmentation.

Practical Activity 3.1

Objective: To understand the concept of eavesdropping through simulated Man-in-the-Middle
attacks and learn about secure communication techniques.

Tools & Platform Needed:
e Hardware: Desktop/Laptop with internet access.
e Apps: Wireshark for packet analysis and HTTPS-enabled websites for testing.
Procedure:
Step 1. Divide students into groups of 3-4.
Step 2. Demonstrate packet capturing on a local network using Wireshark.

Step 3. Assign groups the task of identifying sensitive data (e.g., HTTP logins) intercepted via
MITM techniques.

Step 4. Discuss the effectiveness of HTTPS in encrypting communication to counter MITM
attacks.

Step 5. Groups document findings and present methods for preventing eavesdropping attacks.

Learning Outcomes: Understand how unencrypted traffic can be intercepted and the
importance of secure protocols like HTTPS in preventing MITM attacks.

PSS Central Institute of Vocational Education WWW.psscive.ac.in




Junior Cyber Security Associate — Grade XI|

Practical Activity 3.2

Objective: To simulate DNS spoofing and identify its impact in MITM attacks. Tools &
Platform Needed:
e Hardware: Desktop/Laptop with internet access.
e Apps: Ettercap for network manipulation.
Procedure:
Step 1. Divide students into groups of 3-4.
Step 2. Demonstrate DNS spoofing by redirecting traffic from a legitimate site to a fake site.
Step 3. Assign groups to experiment with capturing credentials from redirected traffic.
Step 4. Discuss measures like DNSSEC to prevent spoofing attacks.
Step 5. Groups present their observations and highlight security methods for DNS protection.

Learning Outcomes: Understand how DNS spoofing aids MITM attacks and explore
countermeasures for preventing domain manipulation.

List of other suggested practical activities:

1. Objective: To analyze ARP spoofing techniques and explore ways to secure networks
against MITM attacks.

Tools & Platform Needed:
e Hardware: Desktop/Laptop with internet access.
e Apps: Cain & Abel for ARP spoofing.

2. Objective: To explore Wi-Fi MITM attacks and understand how securing wireless networks
prevents data interception.

Tools & Platform Needed:
e Hardware: Desktop/Laptop and a wireless
e Apps: Aircrack-ng for Wi-Fi monitoring.

3. Objective: To implement public key infrastructure (PKI) and understand its role in
preventing MITM attacks.

Tools & Platform Needed:
e Hardware: Desktop/Laptop with internet access.

Apps: OpenSSL for generating and managing keys.

Summary

e MITM attacks pose a significant threat to online security, allowing attackers to intercept and
manipulate sensitive communications.

e These attacks can occur through various spoofing techniques, including ARP spoofing, DNS
spoofing, email spoofing, SSL stripping, and Wi-Fi eavesdropping. Attackers may also use
man-in-the-browser attacks, session hijacking, and mobile network exploits.

e Common attack environments include public Wi-Fi, corporate networks, IoT devices, and
cloud services.
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e Preventing MITM attacks requires a combination of secure communication protocols, VPNs,
firewalls, email authentication measures, strong authentication methods, software updates,
and user awareness training.

e Organizations should also invest in network segmentation, endpoint security solutions, and
regular penetration testing. By implementing these countermeasures, individuals and
organizations can significantly reduce their risk and safeguard their data against cyber
threats.

ASSESSMENT
A. Multiple-Choice Questions:

1. What is a Man-in-the-Middle (MITM) attack?
a) An attacker secretly intercepts communication
b) A type of malware infection
c) A firewall security feature
d) A password-cracking technique

2. Which of the following is a type of MITM attack?
a) SQL Injection
b) ARP Spoofing
c) Brute Force Attack
d) Ransomware

3. What is the purpose of DNS Spoofing?
a) To encrypt network traffic
b) To redirect users to a fake website
c) To protect websites from attacks
d) To block unauthorized connections

4. HTTPS Spoofing involves:
a) Duplicating an HTTPS page using international alphabets
b) Encrypting all website traffic
c) Using VPN to hide user identity
d) Blocking phishing attacks

5. How can ARP Spoofing be prevented?
a) Using static ARP entries
b) Sending unencrypted requests
c) Disabling firewall protection
d) Removing anti-malware software

6. What is the role of SSL in cybersecurity?
a) Encrypts data transmitted over a network
b) Stores user passwords securely
c) Helps users reset their passwords
d) Blocks malware infections

7. What is the primary goal of an attacker using email spoofing?
a) To send spam emails
b) To trick users into providing sensitive information
c) To promote secure email communication
d) To block unauthorized email access
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8. Which of the following is NOT a method to detect MITM attacks?
a) Network traffic monitoring
b) Spoofed certificate detection
c) Using a strong password
d) Behavioral analysis

9. Which attack targets browser security flaws to steal financial data?
a) MITB Attack
b) Ransomware
c) DoS Attack
d) Phishing

10. What is the role of a VPN in preventing MITM attacks?
a) Encrypts network traffic
b) Blocks all phishing emails
c) Removes viruses from the system
d) Detects and deletes malware

B. Fill in the Blanks:

1. is an attack where an attacker intercepts and alters communication between two
parties.

2. In ARP Spoofing, attackers send ARP messages to a network.

3. A fake Wi-Fi network set up by attackers is known as an twin.

4. ensures data is encrypted during transmission over the internet.

5. DNS Spoofing redirects users to a website instead of the legitimate one.

6. authentication adds an extra layer of security beyond just passwords.

7. monitors network traffic to detect suspicious activities.

8. Using encryption helps prevent unauthorized access to sensitive emails.

9. is an attack that compromises a user’s online banking session.

10. Phishing emails often include links to websites designed to steal login credentials.

C. True or False:

MITM attacks can only occur on unsecured Wi-Fi networks.
HTTPS Spoofing is a method to encrypt web traffic.

Attackers use email spoofing to impersonate a trusted source.
ARP Spoofing attacks occur only on private networks.
SSL/TLS encryption helps protect data from MITM attacks.

A VPN can completely prevent MITM attacks.

Firewalls can help block unauthorized access to networks.

Session Hijacking involves stealing a user’s browsing session cookie.

© LN oG @ N =

Multi-Factor Authentication (MFA) reduces the risk of unauthorized access.

10. Phishing attacks can be prevented by disabling a firewall.
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Short Answer Questions:
What is a Man-in-the-Middle (MITM) attack?
Name any three types of MITM attacks.

What is the purpose of spoofing in cybersecurity?

D.

1

2

3

4. How does DNS spoofing work?

5. What is the “Evil Twin” attack?
6. What protocol links IP addresses to MAC addresses and is often exploited in ARP spoofing?
7. What role do session cookies play in session hijacking?
8. What is SSL stripping?

9. Name two tools used for detecting MITM attacks.

10. What is the function of DNSSEC in cybersecurity?

E. Long Answer Questions:

1. Explain how a Man-in-the-Middle (MITM) attack works and give a real-world example.
2. Describe and compare the different types of spoofing used in MITM attacks.
3

What preventive measures can be taken to protect against MITM attacks on public Wi-Fi
networks?

How do organizations detect and mitigate MITM attacks in real time?

Explain the various countermeasure techniques used to defend against MITM attacks
across different contexts.

Answer Key
A. Multiple-Choice Answers
1. a),2.b),3.b), 4. a), 5. a), 6.a),7.b), 8. c), 9. a), 10. a)

B. Fill in the Blanks Answers

1. MITM Attack, 2. Fake, 3. Evil, 4. SSL/TLS, 5. Fraudulent, 6. Multi-factor, 7. IDS (Intrusion
Detection System), 8. End-to-end, 9. MITB Attack, 10. Fake

C. True/False Answers

1. False, 2. False, 3. True, 4. False, 5. True, 6. False, 7. True, 8. True, 9. True, 10. False

PSS Central Institute of Vocational Education WWW.psscive.ac.in




Junior Cyber Security Associate — Grade XI|
Chapter-4

Password Cracking

Rajat, a passionate gamer from Ahmedabad, created an account for his favourite online battle
royal game. To save time, he reused his social media password, "Rajatrocks". Unfortunately, a
cybercriminal used brute force techniques to crack his weak password, gaining unauthorized
access to his gaming account. The hacker disrupted Rajat's game progress and sent phishing
links to his friends, creating chaos. This incident taught Rajat the crucial lesson of using
unique passwords for every account. Avoid reusing passwords across different platforms.
Consider using password managers to generate and store secure, unique passwords.

1,

a Y

RAFTcoy

4.1 Overview of Password Attacks

A password attack is when a hacker tries to find out or steal someone’s password in order to get
access to their account, computer, or data. Since passwords protect our personal information
(like social media, banking, and email), attackers use different tricks such as guessing common
passwords, sending fake login pages, or spying while we type. That’s why it is important to use
strong, unique passwords and enable extra security (like OTP or 2FA) to stay safe.

dkokkokokkkk

ATTACK

LI i

Fig 4.1 Password Attack
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4.1.2 Types of Password Attacks

e Brute Force Attack — Hacker tries all possible combinations until the correct password is
found.

e Dictionary Attack — Hacker uses a list of common words or passwords (like 123456,
password).

e Phishing — Hacker tricks you into entering your password on a fake website or email.
o Keylogging — A software records what you type on the keyboard, including passwords.
e Shoulder Surfing - Someone watches you directly while you type your password.

e Credential Stuffing — Using stolen passwords from one site to log in on another site.

4.2 Introduction to Hashing

Hashing is a process in which any data, like a password or a file, is changed into a fixed code
made of letters and numbers. This code is called a hash value. The same input will always give
the same hash, but even a small change in the input creates a completely different hash. For
example, if we put the word “Hello” into a hashing function, it may give a code like
8b1a9953¢c4611296a827abf8c47804d7, but if we change it to “hello” (small ‘h’), the code will be
totally different. Hashing is mostly used to store passwords safely and to check if data has been
changed during transfer. Try not to confuse the concept of hashing with encryption. Below table
presents the clear differentiation between two concepts.

Table 4.1: Hashing vs Encryption

Point Hashing (One-way) Encryption (Two-way)

Meaning Changes data into a fixed code (hash). | Changes data into a secret form (cipher
text).

Reversible? | Cannot be changed back to original. | Can be changed back with the correct

key.
Purpose To store data safely and check if data | To protect data so only the right person
is changed. can read it.
Example Password stored as a hash value. WhatsApp messages encrypted and

then decrypted.

4.2.3 Applications of Cryptographic Hash Functions

Cryptographic hash functions are used in many areas of computer security. Some important
applications are:

e Password Storage: Instead of saving the real password, websites save the hash of the
password. This keeps passwords safe even if the database is hacked.

e Data Integrity Check: A hash value is created for a file or message. If even one small change
happens in the file, the hash will change, showing that the data was altered.

e Digital Signatures: Hashing is used to create digital signatures. This proves that the message
or document really came from the right sender.
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e Message Authentication Code (MAC): Hashing helps to confirm that a message has not been
changed while traveling from sender to receiver.

4.3 Password Hashing

When it comes to user authentication, storing plaintext passwords is a serious security risk. If
an attacker gains access to the database where passwords are stored, they could easily misuse
this sensitive information. Password hashing provides an effective solution by ensuring that only
the hash value of a password is stored, rather than the password itself.

Password hashing is the process of applying a hash algorithm to a user’s password to generate
a fixed-size hash value. This hash value is stored in the database. When a user logs in, their
input password is hashed and compared to the stored hash to verify their identity.

4.3.1 Best Practices for Password Hashing

The security of password storage can be significantly enhanced through best practices. These
practices include salting, key stretching, and the use of specialized password-hashing
algorithms.

Salting

A salt is a random string of data added to a password before hashing. This ensures that even if
two users choose the same password, their hash values will be different. Salting prevents
rainbow table attacks, where attackers use precomputed hash tables to look up the hash of a
password.

e Example:
o Plain password: password123
o Salt: randomSalt987
o Result: SHA-256('password123' + 'randomSalt987')

The salt is typically stored along with the hash to allow for verification during login attempts.

Key Stretching

Key stretching involves performing multiple iterations of the hashing function to increase
computational cost, making it more resistant to brute-force and dictionary attacks. Key
stretching techniques like berypt, PBKDF2, and scrypt use this principle.

Choosing the Right Algorithm

The most recommended password-hashing algorithms today are:

e bcerypt: Specifically designed for password hashing and includes key stretching and salting.
e PBKDF2: Still widely used and effective, particularly in legacy systems.

e scrypt: Suitable for applications that require resistance to hardware-based attacks.

e Argon2: The winner of the Password Hashing Competition (PHC), Argon2 offers excellent
resistance to various attacks, including GPU and ASIC-based ones.
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4.4 Password Cracking Techniques and Defences
Lets try to understand this concept in 5-steps.
e Step 1: What is password cracking?

Password cracking means trying to find or steal someone’s password so an attacker can open
their accounts or computer without permission. Hackers do this to read private messages,
steal money, post fake messages, or sell account access. It is illegal and can cause big
problems for the person who is hacked. Knowing what password cracking is helps you take
the right actions to protect your accounts and personal data.

e Step 2: Common methods attackers use

Attackers use many tricks to get passwords. They may guess easy passwords like 123456,
use brute force tools that try all possible combinations, use dictionary attacks that try
common words and names, fake login pages to trick you into typing your password, install
keyloggers (hidden programs) that record what you type, or simply watch you type (shoulder
surfing) at a public place like an ATM or computer lab. Each method is different, but all try
to get the correct password one way or another.

e Step 3: How a simple attack happens (flow)

A typical attack starts with the attacker choosing a target (an email or social account),
gathering a little information (like email address), and picking a method (for example,
phishing or brute force). They then try their chosen method: sending a fake login page,
running password-guessing software, or using stolen password lists. If one method works,
they log in, steal information or money, change the password to lock the owner out, and
sometimes hide their tracks. Many attacks are automated, so they can happen very fast and
to many people at once.

e Step 4: Defences: what we should do

You can stop most attacks by following a few simple rules: use long, strong passwords or
passphrases (for example, four random words plus a number and a symbol), never use the
same password on different websites, and turn on two-factor authentication (2FA) so a
password alone is not enough to log in. Also keep your phone and computer updated, use a
password manager to store strong passwords, be careful about clicking links or opening
attachments in unknown emails (to avoid phishing), avoid using public Wi-Fi without a VPN,
and never save passwords on a shared computer. For security questions, use answers that
are hard to guess or treat them like extra passwords.

e Step 5: Match attacks to the right defence

Different defences stop different attacks: long and unique passwords make brute force and
credential stuffing much harder; 2FA protects you even if someone steals your password;
being careful with URLs and emails prevents phishing; antivirus and updating your software
reduce the chance of keyloggers; and covering the keyboard or hiding your screen prevents
shoulder surfing. If you follow the simple routine — choose a strong passphrase, use a
password manager, enable 2FA, update devices, and watch for fake links — you will block
most common password cracking attempts.

Real-World Examples and Use Cases
Example 1: User Authentication

A typical user authentication process involves:
e The user provides a plaintext password.

e The system hashes the password using a secure hashing algorithm (e.g., bcrypt, Argon2).
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e The stored hash is compared to the computed hash of the provided password.

e If they match, access is granted; otherwise, the login attempt is rejected.

Example 2: Digital Signatures

Digital signatures use hash algorithms to create a unique identifier for a document or message.
The hash of the document is encrypted with the sender's private key, and the recipient can verify
the authenticity using the sender’s public key. This ensures data integrity and authenticity.

4.4.3 Password Cracking Tools
Here are some commonly used tools for password cracking:

e John the Ripper: An open-source tool that helps test password security. It supports many
types of password hashes and is often used in cybersecurity research and penetration testing.

e Hashcat: A powerful and fast password-cracking tool that can handle over 200 types of
password hashes. It can perform brute-force, dictionary, and hybrid attacks to break
passwords efficiently.

e Hydra: A tool designed for breaking into online accounts by testing multiple passwords. It
supports various services, including SSH, FTP, and HTTP, making it useful for attacking
network login systems.

e Cain and Abel: A Windows-based tool used for recovering passwords. It can capture network
traffic, crack encrypted passwords, and run brute-force, dictionary, and cryptanalysis
attacks.

e AirCrack-ng: A collection of tools specifically designed for Wi-Fi password cracking. It helps
break WEP and WPA/WPA2-PSK security by using different attack methods.

e Medusa: Another fast login cracker similar to Hydra, but with additional features that make
it effective for breaking into online accounts across various platforms.

e Ophcrack: A tool that uses rainbow tables to crack Windows passwords. It is especially
useful for retrieving lost or forgotten passwords stored on computers.

4.5.6 Is Password Cracking Illegal?
Password cracking is not always illegal, but its legality depends on how it is used:

e Legal Use: Security experts may use password-cracking techniques during penetration
testing, security audits, or recovering lost passwords—but only with permission from the
system owner.

e Illegal Use: Cracking passwords without authorization to access systems, accounts, or
sensitive data is a criminal offense in many countries. Penalties include fines, imprisonment,
and legal action.

These happen when attackers get access to your password database and try to crack the
password hashes.

Password Hashing

The best defense against offline attacks is to never store passwords in plaintext. Always store
passwords in a hashed form using a strong algorithm like berypt. This makes it much harder for
attackers to crack passwords if they gain access to your database.
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@Points to remember:

e Use an Intrusion Prevention System (IPS) like Fail2ban to protect against online brute-
force attacks.

e SSHGuard helps secure services like SSH by blocking IPs after repeated failed login
attempts.

e Never store passwords in plaintext. Always use a strong, slow hashing algorithm like
berypt.

e Enforce a strong password policy and block common passwords to make them harder to
guess.

e Multi-Factor Authentication (MFA) is essential. It adds an extra layer of security
beyond just a password

How to Hash Passwords (Python Example with bcrypt):

Preventing Common Passwords
It’s also important to prevent weak passwords (like "12345" or "password"). To do this:
Multi-Factor Authentication (MFA)

Multi-Factor Authentication (MFA) is one of the best ways to secure accounts. With MFA,
users need to provide something they know (a password) and something they have (like a
phone or a fingerprint) to log in. This makes it much harder for attackers to access an account,
even if they have the password.

Practical Activity 4.1

Objective: To understand password complexity and its impact on the time required to crack
passwords using brute force techniques.

Tools & Platform Needed:
e Hardware: Desktop/Laptop with internet access.

e Apps: Use online brute force simulation tools or Python scripts to simulate password
cracking.

Procedure:

Step 1. Divide the class into groups of 3-4.

Step 2. Provide each group with a simple password (e.g., "1234" or "password").

Step 3. Use tools or scripts to simulate how long it takes to brute force each password.

Step 4. Introduce longer and more complex passwords (e.g., "P@sswO0rd!123") and repeat the
simulation.

Step 5. Groups document the results and create a presentation on the importance of strong
passwords.

Learning Outcomes: Understand the vulnerability of weak passwords and how complexity
increases security.

Practical Activity 4.2

Objective: To explore dictionary-based password cracking and learn how to mitigate it with
strong, unique passwords. Tools & Platform Needed:
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e Hardware: Desktop/Laptop with internet access.

e Apps: Use password dictionary tools (like John the Ripper or Hashcat) or pre-built
dictionaries.

Procedure:
Step 1. Divide the class into groups of 3-4.
Step 2. Provide a hashed password and a simple dictionary file to each group.

Step 3. Assign groups to use tools like John the Ripper to attempt cracking the hash using
the dictionary.

Step 4. Discuss how unique passwords resist dictionary attacks.
Step 5. Groups present their findings and suggest password-strengthening measures.

Learning Outcomes: Learn the risks of predictable passwords and the role of unique
passwords in security.

List of other suggested practical activities:

1. Objective: To analyze common patterns in human-generated passwords and their
predictability.

Tools & Platform Needed:
e Hardware: Desktop/Laptop with internet access.
e Apps: Simple text analysis tools or Python scripts.

2. Objective: To simulate multi-factor authentication (MFA) and compare its effectiveness
against single-factor passwords.

Tools & Platform Needed:
e Hardware: Desktop/Laptop with internet access and mobile phones.
e Apps: Online platforms with MFA options (e.g., Gmail, social media).

3. Objective: To assess password managers and explore their role in creating and
managing strong passwords.

Tools & Platform Needed:
e Hardware: Desktop/Laptop with internet access.

e Apps: Password managers like LastPass or Bitwarden.

ASSESSMENT
A. Multiple-Choice Questions (MCQs)

1. What is the primary purpose of password hashing?
a) To store passwords in plaintext
b) To transform passwords into a fixed-size output
c) To encrypt passwords for easy retrieval
d) To remove passwords from a system

2. Which of the following is a common type of password attack?
a) Keylogging
b) Dictionary attack
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c) Brute-force attack
d) All of the above

3. What is a brute-force attack?
a) Using social engineering to obtain passwords
b) Trying every possible password combination
c) Phishing for login credentials
d) Encrypting a password for protection

4. What is the primary function of a hash function?
a) Encrypt and decrypt data
b) Convert plaintext passwords into a fixed-length output
c) Generate random passwords
d) Store passwords securely in a database

5. Which of the following is NOT a type of password attack?
a) Phishing
b) Key stretching
c) Rainbow table attack
d) Shoulder surfing

6. Why is salting used in password hashing?
a) To make passwords shorter
b) To prevent the use of rainbow tables
c) To encrypt the hash function
d) To allow easy password recovery

7. What is a common method to protect against brute-force attacks?
a) Using weak passwords
b) Disabling account lockout
¢) Implementing multi-factor authentication
d) Storing passwords in plaintext

8. What does MFA stand for in cybersecurity?
a) Multi-Factor Authentication
b) Multi-Factor Authorization
c) Managed Firewall Access
d) Multi-Factor Analysis

9. Which of the following is considered a secure hashing algorithm?
a) MD5
b) SHA-1
c) berypt
d) None of the above

10. What is a rainbow table attack?
a) An attack that uses precomputed hash values
b) A phishing attack using fake websites
c) A brute-force attack using numbers and letters
d) A form of social engineering
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B. Fill in the Blanks

1. is a method where hackers try multiple password combinations until the correct
one is found.

2. A is a precomputed table used for reversing cryptographic hash functions.

is a method used to secure stored passwords by adding random data before

hashing.

4. A attack involves tricking users into revealing their credentials through fake
websites.

5. The algorithm is currently one of the most trusted cryptographic hash functions.

6. is the process of modifying software to remove security restrictions.

7. authentication requires two or more verification methods for access.

8. Inan attack, hackers eavesdrop on communication to capture sensitive data.

9. A password policy helps prevent users from choosing weak passwords.

10. The function transforms an input into a fixed-size output used for

authentication and data integrity.

. True/False Questions
A brute-force attack is the fastest way to crack a password.
Hashing passwords makes it impossible to retrieve the original password.
Salting passwords helps protect against rainbow table attacks.

Phishing attacks require direct access to a victim's device.

(o

1

2

8

4

5. MDS5 is considered a secure hashing algorithm today.

6. Multi-factor authentication provides an extra layer of security.

7. A dictionary attack relies on trying random combinations of characters.
8. Password cracking is always illegal under any circumstances.

9. Key stretching is used to increase the difficulty of brute-force attacks.

10. The longer and more complex a password is, the harder it is to crack.

. Short Answer Questions:
What is the main purpose of hashing in cybersecurity?
Name any two properties of a secure hash algorithm.

Why is MDS5 no longer recommended for cryptographic purposes?

D

1

2

3

4. What does salting a password mean?

5. Name any two password-hashing algorithms.

6. What is a brute-force attack?

7. What tool uses rainbow tables to crack passwords?
8

How does key stretching improve password security?
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9. What does a hash function output?

10. Is password cracking always illegal?

E. Long Answer Questions:
1. Explain how cryptographic hash functions work and list their key properties.

2. Describe and compare different types of password-hashing algorithms such as bcrypt,
PBKDF2, scrypt, and Argon2. Include their unique features and benefits.

3. What are the main techniques used in password cracking and how can they be
prevented?
Discuss brute-force, dictionary, rainbow table attacks, and countermeasures like salting
and MFA.

4. What is the difference between a hash algorithm and a hash function? Provide examples
to support your explanation.

5. Discuss best practices for preventing password cracking and explain the importance of
strong password policies, multi-factor authentication, and regular updates.

Answer Key
A. Multiple-Choice Questions
1.b),2.d), 3.b,4.b),5.b),6.b), 7. ), 8. a), 9. c), 10. a)

B. Fill in the Blanks

1. Brute-force attack, 2. Rainbow table, 3. Salting, 4. Phishing, 5. SHA-256, 6. Cracking,
7. Multi-factor, 8. Man-in-the-middle, 9. Strong, 10. Hash

C. True/False
1. False, 2. True, 3. True, 4. False, 5. False, 6. True, 7. False, 8. False, 9. True, 10. True
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Chapter-5

Denial of Service (DoS) Attacks and
Their Countermeasures

In Mumbai, A young entrepreneur, Arjun, started a website for his new delivery service in
Mumbai. During the festival season, his website experienced a sudden crash. It was later
discovered that a competitor had hired attackers to launch a Distributed Denial of Service
(DDoS) attack to damage his business. Cybercriminals had sent a flood of fake traffic to the
servers, overwhelming them. Arjun realized the importance of deploying anti-DDoS solutions
and load balancers to prevent future disruptions. Arjun invested in cloud-based DDoS
mitigation services to protect his platform.

5.1 Introduction to Denial of Service attack

Denial of Service (DoS) attacks are designed to disrupt the normal functioning of online services
by overwhelming systems with excessive traffic or requests. The goal of a DoS attack is to make
a website, application, or network unavailable to legitimate users by exhausting resources such
as bandwidth, processing power, or memory. In its simplest form, a lone attacker uses a single
source to carry out a DoS attack against a target, as shown in the above Fig 5.1.

DoS Attack

C—= =

Attacker Target
Fig 5.1 DoS Attack
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5.2 Distributed Denial of Service(DDoS)
A more sophisticated version of this attack is the Distributed Denial of Service (DDoS) attack.

e In a DDoS attack, hackers often control thousands of computers (called a botnet) without
the owners even knowing.

e These computers all send a huge number of requests to the target website at the same
time. The server gets overloaded, just like too many people trying to enter one shop at
once, and it crashes or stops responding.

Imagine 1000 prank callers keep calling the same phone number at once; the line will always
stay busy, and real people cannot connect. This is similar to a DDoS attack on a website. The
image shown in Fig.5.2 is a visual representation of a Distributed Denial of Service (DDoS) attack.

DDOS

ATTACK

Fig 5.2 DDoS Attack
Here's a breakdown of what it shows:
e Multiple Red Computers (Top and Bottom):
o These represent compromised devices or bots.

o In a DDoS attack, attackers control many infected devices (called a botnet) to
launch a coordinated assault.

e Red Arrows:
o These indicate incoming malicious traffic from each of the compromised devices.

o All arrows point toward a single target, symbolizing how the traffic converges on one
system to overload it.

e Blue Shield with Globe Icon:
o This represents the target server, website, or network.

o The shield design implies defensive measures or a firewall trying to protect the
target.

o The globe inside suggests it's a web service or internet-connected system.
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Image Teaches:
e DDoS is different from simple DoS because it comes from many devices, not just one.
e These attacks aim to exhaust system resources, causing slowdowns or crashes.

e Defensive systems (like the shield) try to block or filter this attack traffic.

5.2.1 DDoS (Distributed Denial of Service) Attack using a Botnet hierarchy
DDoS Attack Structure (Client-Master-Zombie-Victim)

The image shown in Fig. 5.3 illustrates how a DDoS attack is orchestrated using a chain of
compromised systems:

CLIENT
e The real attacker, often hiding their identity.
e Sends commands to the Master system.

e Does not directly attack the victim.

CLIENT

MASTER

ZOMBIE

VICTIM

Fig 5.3 DDoS Attack using a botnet Hierarchy
MASTER
e Acts as a control server.
e Receives instructions from the Client.
e Manages and controls many Zombie computers (also called bots).

e Sends attack commands to all Zombie systems.

ZOMBIES
e These are infected computers (part of a botnet), under the Master's control.
e Users of these systems are usually unaware their machines are compromised.

e These systems send bulk traffic or requests to the victim.
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VICTIM
e The target server, website, or system.
e Receives a flood of fake requests from all Zombie systems.
e Gets overwhelmed and may crash or become inaccessible to real users.
Flow of Attack
1. Client » commands — Master
2. Master — instructs — Zombies
3. Zombies — flood traffic — Victim
Key Purpose
e To make the victim's services unusable by overwhelming them with fake traffic.

e Since traffic is coming from many sources (zombies), it is hard to block.

5.3 Common Types of Denial-of-Service Attacks

A Denial-of-Service (DoS) attack is a type of cyberattack where hackers try to overload a network
or website so that legitimate users can't access it. Here are some common ways these attacks
happen:

Flooding the Network

The most common method involves sending a huge number of fake requests to a target server,
making it too busy to handle real users' requests. These fake requests use false return addresses,
tricking the server and keeping it occupied. As a result, genuine visitors can't access the system.
Hackers flood a network with unnecessary traffic, making it too busy to handle real users’
requests. This can affect servers, routers, or entire communication networks.

Smurf Attack

In this attack, the hacker sends special network messages to multiple computers, pretending to
be the target system. When these computers respond, they flood the target system with a massive
amount of replies, making it crash or slow down. Hackers send fake messages pretending to be
the victim’s device, causing multiple computers to respond and flood the victim’s system with
messages.

( > 4. All of the replies
= rerouted to the
3. Each device onthe| = » L‘
o D

network send ICMP Victim which leads to

DDOS Attack
echo reply to IP Victim
Broadcast Network

Internet

Hacker
2. IP Broadcast
Network
relays message

1. Attacker send ICMP|
echo request

from a spoofed IP
Address

to every device on
the network

Fig 5.4 Smurf Attack
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SYN Flood

Normally, when two computers connect over a network, they go through a process called a three-
way handshake to establish a stable connection. In a SYN flood attack, the hacker sends
connection requests but never completes them, leaving open ports occupied but unusable. By
doing this repeatedly, legitimate users can't connect because all available connection slots are
taken. The attacker sends incomplete connection requests, leaving open ports occupied but
unusable for legitimate users.

Ping of Death

This attack sends oversized data packets (specifically, ICMP packets of non-standard sizes) to a
system, causing it to crash or become unresponsive. In the early days of the internet, this attack
was highly effective, as many servers weren’t designed to handle such large packets. As a result,
unprotected systems could shut down completely when receiving these malicious requests.

Login Lockout Attacks - Attackers send multiple wrong login attempts, causing security
systems to lock legitimate users out.

Email Bombing — Hackers send massive amounts of emails to a person or organization to
overload email servers, making them unusable.

5.4 A Sample DOS Attack

The command “ping ip_address -t -l 65500” is used in Windows to send continuous network
packets to a specific IP address. Here's what each part means:

ping ip_address -t -1 65500

e ping ip_address: Sends a request to check if a device or server at the given IP address is
reachable.

e -t: It makes the ping command run indefinitely until the user stops it manually (by pressing
Ctrl + C).

e -165500: Specifies the size of the packet being sent in bytes. 65500 is a very large value (the
maximum allowed size for most systems is 65,527 bytes).

@ Purpose of Ping Command

This command is used to:

e Test network connectivity between the user and a remote device.

e Measure network performance and response time.

e Stress-test network bandwidth by sending large data packets continuously.

However, sending oversized packets repeatedly can slow down or disrupt a target system. Many
modern systems block excessively large ping requests for security reasons.

Impact of DoS Attacks
DoS attacks can cause serious disruptions by:
e Blocking users from accessing important services.
e Slowing down networks or causing complete failures.
e Crashing systems and routers, leading to extended downtime.

e Interfering with connections, making communication impossible.
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5.5 How to Prevent DoS Attacks

1. Use Cloud-Based Protection:Many companies use cloud security services that filter and
block DoS attack traffic before it reaches their system.

2. Install Firewalls:Firewalls help detect and block suspicious traffic before it affects your
network.

3. Partner with an ISP for Protection:Some internet service providers (ISP) offer DoS attack
mitigation services to protect their customers.

4. Enable Network Segmentation:Dividing networks into separate sections can help contain
an attack before it spreads further.

S. Use Intrusion Detection Systems (IDS/IPS): These systems monitor network activity to
detect and block unusual traffic.

6. Limit Bandwidth Usage:Setting a maximum bandwidth limit can help prevent attacks from
consuming too much network capacity.

7. Deploy a Content Delivery Network (CDN):CDNs distribute traffic across multiple servers,
reducing the impact of an attack.

8. Keep Software Updated:Regular updates help fix security weaknesses that hackers might
try to exploit.

9. Develop a Response Plan:Organizations should have a strategy to quickly detect, isolate,
and resolve DoS attacks before they cause major damage.

10. Traffic Filtering:Use cloud-based security services to remove attack traffic before it reaches
servers.

11. Rate Limiting: Set limits on the number of requests a system can handle to reduce the
impact of attacks.

@Points to remember:

e A Denial of Service (DoS) attack aims to make a system or network unavailable by
overwhelming it with traffic.

e A Distributed Denial of Service (DDoS) attack uses multiple compromised devices to
launch an attack.

e Common DoS attack methods include flooding, Smurf attacks, and SYN floods.

e The Ping of Death attack sends oversized ICMP packets to crash the target system.
e DoS attacks exploit weaknesses in network protocols and system resources.

e Firewalls and intrusion detection systems (IDS/IPS) help prevent DoS attacks.

e Cloud mitigation providers help protect against large-scale DDoS attacks.

e Network segmentation can limit the spread of a DoS attack.

e Anti-malware software can detect and prevent botnet-based DoS attacks.

e A well-defined DoS response plan is crucial for minimizing damage.

Practical Activity 5.1
Objective: To simulate and analyze the effects of a basic SYN flood attack on a local network.
Tools & Platform Needed:

e Hardware: Desktop/Laptop, Local Area Network (LAN).
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e Apps: Use hping3 or similar network tools in a controlled environment.

Procedure:

1. Divide students into teams and set up a test network with one machine as the server
and another as the attacker.

Teach students to generate a SYN flood attack using hping3.

Instruct teams to monitor the server's response using a network analysis tool like
Wireshark.

4. Discuss how the SYN queue gets overwhelmed, causing potential service disruption.

Learning Outcomes: Understand how SYN flood attacks work and their impact on network
performance.

Practical Activity 5.2
Objective: To analyze the effect of ICMP flood (Ping of Death) attacks.
Tools & Platform Needed:

e Hardware: Two systems on a network.

e Apps: Use ping command with modified packet size.
Procedure:

1. Show how oversized ICMP packets are created.

2. Use these packets to target a test system.

3. Monitor system performance during and after the attack.

Learning Outcomes: Learn how ICMP floods can disrupt services and understand mitigation
strategies.

List of other suggested practical activities:
1. Objective: To explore distributed DoS (DDoS) scenarios in a simulated environment.
Tools & Platform Needed:
e Hardware: Multiple devices connected to a LAN.
e Apps: Use network emulation tools like Mininet.
2. Objective: To explore the impact of resource exhaustion using Slowloris attacks.
Tools & Platform Needed:
e Hardware: Server and client system.
e Apps: Use the Slowloris Python tool.
3. Objective: To learn about application-layer DoS attacks using HTTP flooding.
Tools & Platform Needed:
e Hardware: Computer, Internet.

Apps: Use tools like LOIC or simulate using Python scripts.
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ASSESSMENT
A. Multiple-Choice Questions(MCQs)

1. What is the main goal of a DoS attack?
a) To steal sensitive data
b) To overload a system and make it unavailable
c) To install malware
d) To speed up system performance

2. Which of the following is a more advanced version of a DoS attack?
a) Ping of Death
b) SYN Flood
c) DDoS Attack
d) Smurf Attack

3. What does a Smurf attack exploit?
a) The three-way handshake
b) The ICMP protocol
c) The ARP table
d) The DNS cache

4. Which of the following is NOT a common DoS attack method?
a) Phishing
b) SYN Flood
c) Smurf Attack
d) Ping of Death

5. How does a SYN Flood attack work?
a) By sending repeated HTTP requests
b) By preventing the completion of the TCP three-way handshake
c) By sending fake email addresses
d) By corrupting the system registry

6. Which of the following is an effective mitigation against DoS attacks?
a) Using a VPN
b) Implementing a firewall
c) Deleting cookies
d) Increasing RAM

7. What role does a CDN (Content Delivery Network) play in preventing DoS attacks?
a) It reduces the load on a single server
b) It encrypts all network traffic
¢) It hides the IP address of users
d) It prevents malware infections

8. What does a botnet consist of?
a) A group of legitimate users
b) A network of infected devices controlled by an attacker
c) A high-speed firewall
d) A cloud-based security service

9. Which of the following is a primary impact of a DoS attack?
a) Increased website traffic
b) Temporary or permanent unavailability of services
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c) Faster loading speed of applications
d) Enhanced security for the target system

10. Why are DDoS attacks more difficult to prevent than DoS attacks?
a) They use artificial intelligence
b) They originate from multiple sources
c) They are launched by insiders only
d) They do not require an internet connection

B. Fill in the Blanks
1. A attack involves multiple devices coordinating to overwhelm a target.

2. The attack method involves incomplete TCP handshakes, preventing new
connections.

A DoS attack works by consuming excessive to disrupt services.

A attack manipulates ICMP packets to flood a target system.

The of Death attack uses oversized ICMP packets to crash a system.

A firewall can help block malicious traffic from entering a network.

DoS attacks can target not only servers but also and communication links.

detection systems can help identify and block unusual traffic patterns.

© ® N o gk O®

A DoS attack can be prevented by implementing segmentation in a network.

10. One of the main consequences of a DoS attack is of legitimate access to a service.

C. True or False

A DoS attack is designed to steal user credentials.

A SYN Flood attack prevents new connections by filling up available ports.
A botnet is a group of security devices used to prevent attacks.

The Smurf attack manipulates the ICMP protocol.

DDoS attacks are harder to mitigate than DoS attacks.

A firewall is completely sufficient to stop all DoS attacks.

CDNs help distribute network traffic to reduce the impact of DoS attacks.

The Ping of Death attack was more effective in the early days of the internet.

© 2N o @ ® N =

Increasing bandwidth is the only way to stop a DoS attack.

10. Implementing IDS/IPS can help detect and prevent DoS attacks.

D. Short Answer Questions:
What is the primary goal of a Denial of Service (DoS) attack?
What makes a DDoS attack more dangerous than a DoS attack?

What does the -t option do in the ping command?

Col I A

Name one preventive measure against MITM attacks.
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Which DoS attack type involves incomplete TCP handshakes?

What is a Smurf attack?
What is the size of the packet in the command ping ip -t -1 65500?
What kind of DoS attack sends oversized ping packets?

© P N o O

Why are cloud-based protections useful against DoS attacks?

10. What happens during a login lockout attack?

E. Long Answer Questions:
1. Explain the difference between DoS and DDoS attacks. Give examples of how each works.

2. Describe how the SYN Flood attack works. How does it exploit the TCP handshake process?
Explain the three-way handshake and how the attacker fills connection queues with half-
open sessions.

3. Discuss various types of common DoS attacks and their impact on network infrastructure.
What are some effective ways to prevent or mitigate DoS attacks?

5. Compare and contrast a Man-in-the-Middle (MITM) attack with a DoS attack. What are
their differences in method and impact?

Answer Key
A. Multiple Choice Questions
1.b),2.¢), 3. b), 4. a),5.b), 6.b), 7.a), 8. b), 9. b), 10. b)

B. Fill-in-the-blanks

1. DDoS, 2. SYN Flood, 3. Resources, 4. Smurf, 5. Ping, 6. Network, 7. Routers, 8. Intrusion,
9. Network, 10. denial

C. True/False questions

1. False, 2. True, 3. False, 4. True, 5. True, 6. False, 7. True, 8. True, 9. False, 10. True
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Chapter-6

Steganography

During an inter-school competition in Bengaluru, Aarohi and her team were responsible for
securely sharing examination questions for a mock test. To maintain confidentiality, they
cleverly used steganography to embed the questions within an image of their school's emblem.
The file was then shared via email and social media. Rival teams attempting to intercept the
file found only a regular image, oblivious to the hidden content. The questions remained
securely concealed until Aarohi’s team retrieved them using the decoding process.

w‘%»‘“*'SCHOOL ~OMPET

Steganography is a powerful tool to safeguard sensitive information during communication by
keeping it hidden from unauthorized access.

6.1 Steganography

Steganography is the art and science of embedding secret messages in cover messages in such
a way that no one, apart from the sender and intended recipient, suspects the existence of the
message. This word is derived from two Greek words: ‘stegos’ meaning ‘to cover’ and ‘grayfia’,
meaning ‘writing’, thus translating to ‘covered writing’, or ‘hidden writing’. With the help of
Steganography, we can hide any digital thing like textbook, image, videotape, etc behind a
medium, see Fig 6.1. It offers a way to give enhanced security for data transfer and
communication over the network.
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Fig 6.1 Steganography

e Image Steganography: Secret data is hidden inside an image by changing the color values
of pixels slightly. Example: A secret text message is hidden inside a family photo.

e Audio Steganography: Data is hidden in sound files by changing small bits of the audio.
Example: A song file may contain a hidden message that listeners cannot hear.

e Video Steganography: Messages are hidden inside video files, often by altering frames or
sound. Example: A movie clip with a hidden code in some frames.

o Text Steganography: Secret information is hidden in text using spaces, capital letters, or
invisible characters. Example: The first letter of each sentence in a paragraph forms a hidden
word.

e Network Steganography: Hidden data is placed inside network traffic or communication
protocols. Example: Hackers may hide commands inside normal internet packets.

Image
Steganography

Audio
Steganography

Text
Steganography

STEGANOGRAPHY

Video
Steganography

Email
Steganography

Network
Steganography

Fig 6.2 Types of Steganography

As a form of covert communication, Steganography is sometimes compared to cryptography.
However, the two are not the same since steganography does not involve scrambling data upon
sending or using a key to decode it upon receipt. Steganography has been practiced in various
forms for thousands of years to keep communications private. For example, in ancient Greece,
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people would carve messages on wood and then use wax to conceal them. Romans used various
forms of invisible inks, which could be deciphered when heat or light were applied.

Steganography is relevant to cybersecurity because ransomware gangs and other threat actors
often hide information when attacking a target. For example, they might hide data, conceal a
malicious tool, or send instructions for command-and-control servers. They could place all this
information within innocuous-seeming image, video, sound, or text files.

6.2 Working of Steganography

Steganography works by hiding information in a way that does not attract attention. One
common method is called Least Significant Bit (LSB) Steganography, which involves embedding
hidden data in the least significant bits of a media file. For example:

e In an image file, each pixel consists of three bytes representing the colors red, green, and
blue. Some formats include an additional fourth byte for transparency, known as the "alpha"
channel.

e LSB steganography modifies the last bit of each byte to store one bit of hidden data. To
conceal one megabyte of data using this technique, an eight-megabyte image would be
required.

e Since altering the least significant bits does not visibly change the image, it is difficult to
detect the modifications. This method can also be applied to other types of digital media,
such as audio and video files, by embedding data in areas that cause minimal changes to the
visible or audible output.

Another approach is word or letter substitution, where a sender distributes secret text within a
larger body of text at specific intervals. While effective, this method might make the text appear
unnatural, as the secret words may disrupt the flow of sentences.

Additional methods include hiding an entire partition on a hard drive or embedding information
within the header sections of files and network packets. The effectiveness of these techniques
depends on the amount of data they can conceal and how easily they can be detected.

Steganography as a Secure Communication Method

When used alone, steganography relies on obscurity, which may lead to the message being
discovered. However, combining steganography with cryptography provides stronger protection
by concealing the message while safeguarding its content, even if detected. This dual approach
offers enhanced security against potential adversaries.

6.3 Uses of steganography

In recent times, steganography has been mainly used on computers with digital data being the
carriers and networks being the high-speed delivery channels. Steganography uses include:

e Avoiding censorship: Using it to send news information without it being censored and
without fear of the messages being traced back to their sender.

e Digital watermarking: Using it to create invisible watermarks that do not distort the image,
while being able to track if it has been used without authorization.

e Securing information: Used by law enforcement and government agencies to send highly
sensitive information to other parties without attracting suspicion.
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6.3.1 Use of Steganography in Delivering Attacks

From a cybersecurity perspective, attackers can use steganography to hide malicious data within
ordinary-looking files. Since it requires a high level of skill and precision, steganography is often
employed by experts targeting specific individuals or systems. There are several ways
steganography can be exploited for malicious purposes:

1. Hiding Malicious Payloads in Media Files: Digital images are common targets because they
contain redundant data that can be altered without noticeably changing their appearance.
Their widespread use in the digital world makes them less likely to raise suspicions. Videos,
audio files, documents, and email signatures can also serve as alternative mediums for
embedding harmful data.

2. Ransomware and Data Theft: Ransomware groups have learned to utilize steganography to
execute their attacks. By embedding sensitive data within seemingly legitimate
communications, attackers can extract information without being detected.

3. Embedding Commands in Web Pages: Attackers may hide commands for malicious
implants within web pages using spaces or within debug logs shared on forums. They may
covertly upload stolen data as images or store encrypted code in specific locations to maintain
their presence.

4. Malvertising: In online advertising campaigns, attackers use steganography to embed
malicious code in banner ads. When these ads are loaded, the code is executed, redirecting
users to exploit kits or malicious websites.

6.4 Information Hiding Techniques in Steganography

Its primary purpose is to hide the existence of information so that only authorized individuals
can detect or retrieve the secret data. There are several techniques used in information hiding
within the field of steganography, each having its unique way of embedding information into a
cover medium (like an image, audio, video, etc.).

In this topic, we'll explore the different techniques of information hiding in steganography, how
they work, and how they are implemented. We’'ll also include some code snippets and images to
illustrate these methods.

1. Least Significant Bit (LSB) Insertion

One of the most common methods of steganography is the Least Significant Bit (LSB) method.
This technique hides the secret message by altering the least significant bits of the pixels in an
image. The LSBs are the least important bits of a byte, meaning changing them won’t drastically
affect the image’s appearance.

For example, in a 24-bit color image, each pixel is represented by three bytes (one for red, one
for green, and one for blue). The least significant bits of these bytes can be replaced with the bits
of the secret message.

2. Masking and Filtering

Masking and filtering techniques use techniques such as transforming the image or audio using
mathematical functions to embed hidden data. In images, this technique often involves modifying
the image’s frequency domain. In audio, this may involve using human auditory perception,
where certain frequencies are imperceptible to the human ear, making it easier to hide
information without causing distortion.
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In images, one popular method is using the Discrete Cosine Transform (DCT), where the image
is transformed into the frequency domain, and the least significant coefficients are modified to
embed the secret message.

3. Palette-based Method (for Indexed Images)

In palette-based images (like GIFs), each pixel value refers to a color in a fixed palette. This
method works by modifying the color palette itself rather than the individual pixel values. By
slightly changing the palette colors and associating them with secret information, a message can
be hidden.

This is an advanced method but effective in situations where the image is limited to a smaller
number of colors.

4. Audio Steganography

In audio steganography, secret messages are hidden in the audio files (such as MP3s or WAV
files). The most common techniques include:

e Least Significant Bit (LSB) encoding in the audio samples.
e Phase coding, where the phase of an audio waveform is altered slightly to encode data.

e Echo hiding, where small delays (echoes) are introduced into the audio that are
imperceptible to the human ear but can carry hidden information.

@ Points to remember:

e Steganography is the practice of concealing information within another message or
physical object to avoid detection.

e [t differs from cryptography as it hides the existence of the message rather than encrypting
it.

e The term 'Steganography' is derived from Greek words meaning 'covered writing.'

e Least Significant Bit (LSB) steganography is a common technique used to hide data within
digital media.

e Various types of steganography include text, image, audio, video, and network
steganography.

e Steganography can be used for legitimate purposes like watermarking and securing
communications.

e It is also exploited in cyberattacks to hide malware and steal sensitive information.
e Ancient techniques included invisible inks and carved messages hidden under wax.

e Modern applications include steganography in NFTs and digital media.

Practical Activity 6.1

Objective: To learn how to hide text messages inside an image using basic steganography
tools.

Tools & Platform Needed:

e Hardware: Desktop/Laptop, Local Area Network (LAN).
e Apps: Use online steganography tools or software like OpenStego.
Web Resource: https://www.openstego.com /
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Procedure:

Step 1: Divide students into teams of 3-4 and provide each team with an image file.

Step 2: Instruct teams to use a steganography tool to embed a short text message within the
image.

Step 3: Teams save the modified image and pass it to other teams for message extraction.

Step 4: Guide students to extract the hidden text using the same tool and discuss their
observations.

Learning Outcomes: Understand the basics of image-based steganography and how data can
be hidden and extracted securely.

Practical Activity 6.2
Objective: To simulate detection of hidden messages using steganalysis techniques.
Tools & Platform Needed:
e Hardware: Desktop/Laptop with internet access.
e Apps: Tools like StegExpose for steganalysis.
Procedure:
Step 1: Provide students with modified images containing hidden messages.
Step 2: Guide teams to use steganalysis tools to detect hidden data within the images.
Step 3: Discuss how steganalysis works and how hidden messages can be uncovered.

Learning Outcomes: Learn the basics of detecting steganographic content using steganalysis
tools.

List of other suggested practical activities:

1. Objective: To implement steganography using random pixel selection for enhanced
security.

Tools & Platform Needed:
e Hardware: Desktop/Laptop with Python installed.
e Apps: Python libraries like NumPy and PIL (Pillow).

2. Objective: To learn the concept of hiding text in audio files using steganography
techniques.

Tools & Platform Needed:
e Hardware: Desktop/Laptop with internet access.
e Apps: Steghide or similar audio steganography tools.
3. Objective:To compare steganography methods using BMP and PNG image formats.
Tools & Platform Needed:
e Hardware: Desktop/Laptop with steganography tools.

Apps: Use OpenStego or similar software.
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Summary
e Steganography hides secret messages within cover media like text, images, audio, or video.

e Least Significant Bit (LSB) method embeds hidden data in image, audio, or video file bits
without visible change.

o Text steganography hides data by altering text formats or words.

e Image steganography embeds data in pixels and can be detected by histogram or noise
analysis.

e Video steganography hides large data in raw or compressed streams.

e Audio steganography embeds information by modifying sound properties.

e Network steganography hides data within protocols like TCP, UDP, or ICMP.
e E-mail steganography conceals messages inside email content.

e Cryptography makes data unreadable, while steganography hides its existence; combining
both strengthens security.

e Cybercriminals use steganography to hide malware, stolen data, or attack commands in
files.

e Detecting hidden data requires steganalysis through file comparison, histogram checks,
and noise detection.

e StegExpose tool detects LSB steganography in images.

e OpenStego tool enables data hiding and watermarking in files.

ASSESSMENT
A. Multiple Choice Questions (MCQs)

1. What is the primary purpose of steganography?
a) To encrypt messages
b) To hide the existence of a message
c) To compress data
d) To improve data transmission speed

2. Which of the following is NOT a type of steganography?
a) Image steganography
b) Audio steganography
c) Quantum steganography
d) Network steganography

3. What does LSB stand for in the context of steganography?
a) Least Significant Bit
b) Large Secure Block
c) Logical Security Base
d) Low Signal Bandwidth

4. In which type of file is image steganography commonly applied?
a) PDF
b) JPEG
c) TXT
d) HTML
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5. How does cryptography differ from steganography?
a) Cryptography encrypts data while steganography hides data
b) Cryptography uses images, while steganography uses text
c) Cryptography is always more secure than steganography
d) Both serve the same function

6. What is the term for the process of detecting steganographic messages?
a) Cryptanalysis
b) Encapsulation
c) Steganalysis
d) Data mining

7. Which of the following is an ancient form of steganography?
a) Using invisible ink
b) Sending encrypted emails
c) Using VPNs for anonymity
d) Hashing passwords

8. What is a stego-image?
a) An image that is encrypted
b) An image that has hidden data
c) An image used for authentication
d) A corrupted image file

9. What role does steganography play in cybersecurity threats?
a) It prevents cyberattacks
b) It is used only for ethical hacking
c) It can be used to hide malware or data exfiltration
d) It encrypts data for secure transmission

10. In steganography, what is the "cover file"?
a) The file containing the hidden message
b) The password used for encryption
c) The software used for encoding
d) A backup of encrypted files
Fill in the Blanks:
is the technique of hiding messages within another medium.
The most common steganographic technique is

In digital media, steganography is often used in , , and

B.

1.

2.

3.

4. The process of detecting steganographic messages is known as
5. The bit of a pixel is often altered in LSB steganography.

6. Ancient Greeks used to hide messages in wooden tablets.

7. In network steganography, hidden data is embedded within protocols.
8.

The two main components of image steganography are the image and the
image.

9. is used to create hidden digital watermarks.

10. Modern applications of steganography include its use in
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. True or False:

Steganography and cryptography achieve the same purpose using identical methods.
Steganography can be used in both ethical and malicious ways.

LSB steganography alters the most significant bits of an image file.

Ancient Romans used invisible ink as a form of steganography.

C
1
2
3
4
5. Network steganography involves embedding data within standard network traffic.
6. Cryptography is more effective than steganography in all cases.

7. Steganalysis helps in detecting hidden messages in steganographic files.

8. Only images can be used for steganographic purposes.

9. Malvertising is an example of steganography being used for cyberattacks.

10. Digital watermarking is an application of steganography.

D. Short Answer Questions:

What does the word ‘Steganography’ mean?

Name any two types of digital content that can be hidden using steganography.
How is steganography different from cryptography?

What is the Least Significant Bit (LSB) technique?

Which domain is modified in masking and filtering steganography techniques?
What is steganalysis?

What is an advantage of using email steganography?

Name any two common steganographic media formats.

P eNOGs @D =

What is one major risk of steganography in cybersecurity?
10. Which technique in image steganography is visually imperceptible to humans?

. Long Answer Questions:

Explain how LSB (Least Significant Bit) steganography works with an example.

E

1

2. Discuss the various types of digital steganography with suitable examples.

3. Describe the use of steganography in cybersecurity and how attackers misuse it.
4

Differentiate between steganography and cryptography. Can both be used together?
Explain.

5. Explain any two information hiding techniques used in steganography.

Answer Key
A. Multiple Choice Questions
1. b), 2.¢), 3. a), 4. b), 5. a), 6.c), 7. a), 8.b), 9. ¢), 10. a)

B. Fill-in-the-blanks
1. Steganography, 2. Least Significant Bit (LSB) technique, 3. Text, Image, Audio,

4. Steganalysis, 5. Least significant, 6. Wax, 7. TCP/IP, 8. Cover, Stego, 9. Steganography,
10. NFTs

C. True/False questions
1. False, 2. True, 3. False, 4. True, 5. True, 6. False, 7. True, 8. False, 9. True, 10. True
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Unit 2
Network and Infrastructure Security

This unit introduces students to foundational concepts and practical skills in network security,
intrusion detection, and cybersecurity operations, providing both theoretical knowledge and
hands-on understanding to address modern security challenges. Below is a chapter-wise
summary of the topics covered:

1. Network Security: Students learn the principles of protecting network infrastructure from
unauthorized access, attacks, and misuse. Topics include the CIA (Confidentiality, Integrity,
Availability), common network threats such as malware, phishing, and Denial of Service
attacks, and the role of network security in safeguarding data and systems. Practical
activities include configuring basic network security measures, such as firewalls, access
controls, and monitoring network traffic to prevent unauthorized access.

2. Network Security Controls and IPsec Functionality: This chapter covers network security
controls, including access models (DAC, MAC, RBAC, ABAC) and IPsec for secure
communication. Practical exercises involve configuring VPNs, applying IPsec policies, and
setting firewall rules to protect data.

3. Intrusion Detection System (IDS): Students learn IDS for monitoring network and host
activities, exploring detection techniques like signature, anomaly, heuristic, and behavior-
based methods. IDS types (NIDS, HIDS, PIDS, APIDS, Hybrid) are covered, with practical
simulations for real-time threat detection and alerting.

4. Security and Network Operations Center: This chapter covers cybersecurity operations
and management, focusing on SOC and NOC roles, their types, and the use of SIEM tools for
log collection, event correlation, threat detection, and automated response. Practical activities
include monitoring simulated events, analyzing SIEM alerts, and coordinating responses to
threats.

This unit provides a blend of theoretical knowledge and practical exercises to prepare students
for real-world cybersecurity and network operations tasks, enhancing their ability to detect,
prevent, and respond to threats effectively.
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Network Security

Riya loved playing online games and chatting with her friends on the internet. One day, she
noticed her game account was hacked, and strange messages were sent from her profile.
Confused and worried, she told her father about it. Her father explained, “Riya, the internet
can be fun, but it also has risks. Hackers try to steal information or cause trouble. That’s why
we need network security tools and rules that protect computers and data from attackers.” He
showed her how firewalls act like digital gates that only let trusted people in, and how
passwords and encryption keep her information safe. He also told her about threats like
viruses, phishing, and denial of service attacks, which can harm computers or steal personal
data. Riya decided to be careful. She updated her passwords, enabled two-factor
authentication, and only connected to secure Wi-Fi networks. She even learned how VPNs
keep her browsing private and how security protocols protect websites. From that day, Riya
understood that network security is like having locks, alarms, and guards in the digital world
essential to keep her safe while enjoying the internet.

7.1 Introduction of Network Security

Network security refers to the practices, technologies, and strategies used to protect computer
networks and the data they carry. Its main goal is to keep the network safe from unauthorized
access, misuse, or attacks that could harm the system or steal information. Network security
ensures that only trusted users and devices can connect and communicate over the network.
Just like how you lock your house to keep it safe, network security protects computers and
information from hackers and other threats. It helps maintain the privacy, integrity, and
availability of data so that the network works properly and securely (See Figure 7.1).
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Fig 7.1 Network security Diagram

7.2. Working of Network Security

Network security is built using multiple layers of protection that work both at the network’s outer
boundaries and inside it. Each layer has specific rules that control who can access different parts
of the network. Authorized users can safely use the network, while unauthorized users or
attackers are blocked from causing harm.

The core idea behind network security is to safeguard data and systems by applying several levels
of defense. Before anyone can interact with the data or network, they must follow certain rules
and permissions. These layers include (See Figure 7.2):

Physical Network Security: This is the foundation, focused on preventing unauthorized people
from physically accessing network equipment or data. Tools like biometric scanners and secure
locks help protect the network at this level.

Technical Network Security: This level deals with protecting data stored on the network or
being sent across it. It aims to keep unauthorized users out and defend against harmful activities
like hacking or malware.

Administrative Network Security: This layer manages how users are granted access and what
permissions they have. It oversees policies related to user behavior and ensures the network’s
defenses are updated and strong enough to handle threats. It also recommends any necessary
changes to improve security.

PSS Central Institute of Vocational Education WWW.psscive.ac.in




Junior Cyber Security Associate — Grade XI|

,))

Physical Administrative
Network Security Network Security

)

Technical
Network Security

Fig 7.2 Layers of Network Security

7.3 Common Threats to Network Security

1. Malware — Malicious software such as viruses, worms, ransomware, and spyware that can
harm our computers, steal sensitive information, or lock our files until a ransom is paid.

2. Phishing Attacks - Hackers send fake emails or messages pretending to be from trusted
companies to trick people into sharing personal details like passwords and bank information.

3. Denial of Service (DoS) Attacks — Hackers flood a network with too much traffic, making it
slow or completely unavailable for real users just like too many people crowding a shop so
no real customers can enter.

4. Unauthorized Access — This happens when someone breaks into a computer system without
permission, like a thief sneaking into a house to steal important information.

These threats can cause serious problems, so it’s important to use strong passwords, antivirus
software, and safe browsing habits to stay protected.

7.4 Security Protocols in Network Security

Security protocols are sets of rules that help keep our online communication safe and private.
They protect our data when we browse websites, send messages, or transfer files. Below are some
of the most important security protocols you should know:

1. Hyper Text Transfer Protocol Secure (HTTPS)
o0 Secures connections to websites.

o Uses SSL/TLS encryption to protect our personal data (like passwords and
credit card information).

o Prevents hackers from reading or stealing our information while we browse.

2. Secure Sockets Layer / Transport Layer Security (SSL/TLS)
o Encrypts data during online communication.

o Ensures that information sent between two computers (like browser and server) stays
private and unchanged.

o Helps stop hackers from reading or tampering with messages.
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3. - Internet Protocol Security/ Wi-Fi Protected Access (IPSec)
o Protects data traveling across the internet.
o Ensures that data packets are secure, authentic, and unaltered.
o Often used for VPNs and secure communications between networks.
4. Wi-Fi Security (WPA/WPA2/WPA3)
o Secures your Wi-Fi network from unauthorized access.
o Uses encryption and passwords to keep your internet connection safe.
o WPAS3 is the latest and most secure version.
5. Virtual Private Network (VPN)
o Creates a private, encrypted tunnel for internet traffic.
o Allows safe browsing, especially on public Wi-Fi networks.
o Hides your IP address and protects your online identity.
6. Secure File Transfer Protocol (SFTP)
o Used for safe file sharing over the internet.
o Encrypts files during transfer to prevent theft or tampering.
o Commonly used in organizations for transferring confidential files.

These security protocols play an important role in protecting us from hackers and cyber threats.
They keep our personal information safe, whether we are browsing, chatting, or transferring files.
By using these protocols, we can enjoy a safer and more private digital experience.

7.5 Identification of Attacks at Layer 2 and Layer 3

Computer networks follow a layered structure called the OSI Model, where each layer handles
specific tasks. Layer 2 (Data Link Layer) and Layer 3 (Network Layer) are especially important
for how data moves across networks. However, attackers often target these layers to disrupt
communication or steal information.

7.5.1 Common Layer 2 (Data Link Layer) Attacks

The Data Link Layer (Layer 2) of the OSI model is responsible for reliable node-to-node
communication, addressing (MAC addresses), and error detection. Since it operates close to the
physical layer, it is often targeted by attackers to gain unauthorized access, intercept data, or
disrupt communication.

1. MAC Flooding / CAM Table Attack: In this attack, the switch’s CAM (Content Addressable
Memory) table is flooded with numerous fake MAC addresses. Once the table is full, the
switch cannot store new entries and starts broadcasting traffic out of all ports, just like a
hub. This allows the attacker to capture sensitive data from other devices on the network.

2. ARP Spoofing (Address Resolution Protocol Spoofing):In this, an attacker sends forged
ARP messages to map their own MAC address to the IP address of a legitimate device, such
as the default gateway. As a result, traffic meant for the real device is redirected to the
attacker, enabling eavesdropping, data modification, or denial of service through a Man-in-
the-Middle (MITM) attack.

3. Port Security Violations: A port security violation occurs when a device tries to connect to
a switch port in a way that breaks the security rules, such as using an unauthorized MAC
address, exceeding the allowed number of MAC addresses on a port, or spoofing a legitimate
device.
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7.5.2 Layer 3 (Network Layer) Attacks

The Network Layer (Layer 3) of the OSI model is responsible for logical addressing (IP addresses),
routing, and forwarding packets between networks. Attackers often target this layer to disrupt
routing, intercept traffic, or launch denial-of-service (DoS) attacks.

e IP Spoofing: IP spoofing occurs when an attacker changes (forges) the source IP address in
a packet so it looks like it came from a trusted device. This helps the attacker hide their
identity, bypass security filters, or trick a system into sending responses to another victim.
It is often used as part of bigger attacks like DoS, DDoS, or man-in-the-middle..

e Denial of Service (DoS) / Distributed DoS (DDoS): A DoS attack happens when a hacker
floods a server, router, or network with too many requests, making it too busy to respond to
real users. In a DDoS attack, the same is done but from multiple compromised systems
(botnets) at the same time, making it much harder to block. The goal is to overload the target
and take it offline.

To identify attacks at Layer 2 and Layer 3, it is important to watch for signs of unusual network
behavior, such as slow performance or frequent disconnections. The presence of multiple
unknown MAC or IP addresses in network logs or monitoring tools can indicate unauthorized
access. Additionally, mismatched ARP entries or unexpected changes in routing may point to
spoofing or redirection attacks. Alerts generated by security systems like firewalls and intrusion
detection systems (IDS) also play a key role in detecting suspicious activities on the network.

Practical Activity 7.1: Configuring HTTPS on a Local Web Server
Materials Needed:

° Computer with internet access

° XAMPP or WAMP server (for hosting a simple local website)
° Web browser (Chrome/Firefox/Edge)

Steps

Step 1: Install Local Web Server
e Download and install XAMPP (or WAMP) on your system.
e Launch the Apache server from the control panel.
Step 2: Set Up a Sample Website
e In the ‘htdocs’ folder (inside XAMPP), create a new folder named ‘securetest’.
e Create a simple HTML file (index.html) with sample text.
e Open a browser and visit: http://localhost/securetest.
Step 3: Enable HTTPS in Server Settings
e Open the XAMPP Control Panel — Apache — Config — httpd-ssl.conf.
e Ensure that the SSL module is enabled.
e Restart Apache server.
Step 4: Access the Website Over HTTPS
e In the browser, type: https://localhost/securetest.
e Accept the browser’s security warning (self-signed certificate).
Step 5: Verify Secure Connection

e Look at the browser address bar to confirm the site is loaded with https://.

e Check the certificate details to see the encryption applied.
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7.6. Content Addressable Memory table (CAM) Table

A Content Addressable Memory (CAM) table is a key component in Layer 2 network switches.
Unlike normal memory (RAM), where we search by address, CAM allows searching by content.
In networking, it is mainly used by switches to forward data packets quickly.

Every device connected to a network has a unique MAC address (like a roll number for a student).
A switch learns which MAC address is connected to which port. It stores this mapping in a CAM
table (also called a MAC address table). When data arrives at the switch, it looks at the
destination MAC address. If that MAC is found in the CAM table data is sent only to the correct
port. If it is not found, switch floods the data to all ports, then learns when the correct device
replies.

Table 7.1. Example CAM Table

MAC Address Port Number Device
00:A1:B2:C3:D4:E5 Port 1 Computer A
00:A1:B2:C3:D4:E6 Port 2 Computer B
00:A1:B2:C3:D4:E7 Port 3 Printer
00:A1:B2:C3:D4:E8 Port 4 Computer C

Its main role is to link incoming MAC addresses to the specific physical ports on the switch. This
process is handled by high-speed hardware logic, enabling fast frame forwarding and smooth
network communication.

The CAM table enables switches to manage communication between connected devices quickly
and in full-duplex mode, no matter the number of devices linked to the switch. Switches discover
MAC addresses by examining the source addresses of Ethernet frames received on their ports,
including packets like Address Resolution Protocol (ARP) responses (Refer Table 7.1 above).

A CAM table helps switch forward data quickly by mapping each device’s MAC address to the
correct port. It reduces unnecessary traffic, improves network speed, and prevents data from
reaching the wrong device. The table updates automatically, making communication more
efficient, secure, and reliable in computer networks.

7.7. CAM Flooding Attack

A network switch is like a traffic controller for data. It uses a CAM table, also called a MAC
address table, to keep track of which device is connected to which port. For example, if Computer
A is connected to Port 1 and Computer B is connected to Port 2, the switch stores their MAC
addresses in the CAM table. Now, when Computer A sends a message to Computer B, the switch
looks into its CAM table, finds that Computer B is on Port 2, and forwards the message only to
that port. This way, data reaches the correct device directly without disturbing others, making
the communication fast, efficient, and secure.

Suppose a switch normally has a CAM table that can store 5,000 MAC addresses, and it maps
each MAC address to the correct port. An attacker connects a laptop to one of the switch ports
and uses a special tool like macof (a program that generates fake MAC addresses). This tool
quickly sends thousands of Ethernet frames with different, random MAC addresses such as
11:22:33:44:55:66, AA:BB:CC:DD:EE:FF, and so on. Very soon, the switch’s CAM table becomes
completely full with these fake entries. When another computer, say Computer A, tries to send
data to Computer B, the switch cannot find the correct entry in its table. To avoid dropping the
data, it sends the frame out to all ports. This allows the attacker’s laptop to also receive the
frame, even though it was meant only for Computer B. In this way, the attacker can capture
sensitive data like login credentials or files being transferred.
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To defend against a CAM flooding attack, network administrators use a feature called port
security on switches. This allows the switch to limit how many MAC addresses can be learned
on a single port. For example, if a port is set to allow only 2 MAC addresses, the attacker cannot
flood it with thousands of fake ones. Any extra addresses will be blocked. Another defence is
dividing the network into VLANS, so even if one part is attacked, the entire network is not affected.
Switches can also use Intrusion Detection Systems (IDS) to monitor unusual traffic, such as
sudden bursts of thousands of fake MAC addresses, and then alert or block the attacker. These
protections ensure that the switch’s CAM table remains accurate and data is sent only to the
correct device.

Practical Activity 7.2: Demonstrating and Analyzing a Switch CAM Table
Materials Needed
e One Layer 2 switch (physical or simulated, e.g., Cisco Packet Tracer / GNS3)
e Two or more PCs (physical or virtual) connected to the switch

e Console/terminal access to the switch

Steps
Step 1: Initial Setup
e Connect at least two PCs to the switch using Ethernet cables.

e Assign unique IP addresses in the same subnet (e.g., PC1: 192.168.1.10, PC2:
192.168.1.20).

e Test connectivity by pinging from PC1 to PC2 to confirm the setup.

Step 2: View the CAM Table

e On the switch, open the CLI (Command Line Interface).
Enter privileged EXEC mode:

shell

Switch>
Switch#

e Run the command

Switch# show mac address-table

e Observe the output. You should see the MAC addresses of connected PCs mapped to
their respective switch ports.

Step 2: View the CAM Table
e On the switch, open the CLI (Command Line Interface).

e Enter privileged EXEC mode:
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shell

Switch>
Switchit

e Run the command:

Switch# show mac address-table

e Observe the output. You should see the MAC addresses of connected PCs mapped to
their respective switch ports.

Step 3: Generate Traffic
e From PC1, ping PC2 and then ping any other connected devices.

e Again, run:

Switch# show mac address-table

e Notice new MAC addresses appear in the table as the switch learns them
dynamically.

Step 4: Analyze CAM Table Aging
e Wait for the CAM table timeout (default ~300 seconds on most Cisco switches).

e After inactivity, check again with:

Switch# show mac address-table

e Observe how unused MAC address entries are removed automatically after the aging
period.

Step 5 (Optional): Clear the CAM Table

e To manually clear the table, run:

Switch# mac address-table dynamic

e Verify the table is now empty using:
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Switch# show mac address-table

e Generate traffic again (ping) and watch the table being rebuilt.

7.8. Overview of Switch Port Security and Switch Port Violations

Switch port security is a feature in managed network switches that allows administrators to
control and restrict devices that can connect to the network through a specific switch port. It
helps protect the network by preventing unauthorized access and mitigating threats such as
MAC address spoofing and CAM flooding attacks.

Switches identify MAC addresses as data frames pass through their ports. With port security,
administrators can limit how many MAC addresses a port can learn, assign fixed (static) MAC
addresses, and specify actions to take if an unauthorized device tries to use the port. These
actions can include restricting traffic, shutting down the port, or simply protecting it by blocking
unauthorized access.

When a switch port with port security enabled receives a data frame, it checks the source MAC
address in the Layer 2 header against the list of allowed MAC addresses stored in the secure
MAC address table. If the MAC address matches an authorized entry, the frame is accepted and
processed normally. If not, the frame is blocked.

For example, (as in Figure 7.3) on switch SW1, port security is active on all interfaces. An
unauthorized attacker’s PC is connected to interface FastEthernetO/2, which only allows the
MAC address of an Admin PC. As a result, traffic from the attacker’s PC is denied, while traffic
on FastEthernetO/1 from a permitted PC1 is allowed. Additionally, interface FastEthernetO/3
goes down because it has more connected MAC addresses than the permitted limit of one,
triggering a security violation.

Port Fa0/1: Allow MAC of PCI
Port Fa0/2: Allow MAC of Admin PC

Port Fa0/3: Allow Max 1 MAC

MAC:PC] MAC:PC3
—
Fa

<
O
® Fa0/3
Fa0/2 MAC:PC2

[ MAC:Attacker

PC1 PC3

Attacker PC2

Fig 7.3 Working of Port Security
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7.8.1. Key Features of Switch Port Security

1. MAC Address Limiting: It restricts the number of MAC addresses that can connect to a
specific switch port to prevent unauthorized devices.

2. Static MAC Address Binding: It allows administrators to manually assign specific MAC
addresses to a port, ensuring only those devices can connect.

3. Dynamic MAC Address Learning: The switch learns MAC addresses dynamically from devices
that connect to the port and limits access accordingly.

4. Sticky MAC Addressing: It enables the switch to learn MAC addresses dynamically and save
them permanently in the configuration, even after a reboot.

5. Enhanced Security Management: Provides administrators with better control over who and
what devices can access the network through each switch port.

6. Port-based Access Control: Security measures are applied per physical port, allowing
granular control over device connectivity.

7. Logging and Alerts: Generates logs and alerts on violations to help administrators monitor
and respond to potential security issues quickly.

8. Improved Network Stability: By limiting devices per port and blocking unauthorized access,
it reduces the risk of network disruption caused by rogue devices.

Summary

e Network security protects data and systems from unauthorized access, misuse, and attacks.
e It safeguards sensitive personal, financial, and organizational information.

e Common threats include malware, phishing, denial-of-service attacks, and data breaches.

e Security protocols like HTTPS, SSL/TLS, VPN, and WPA3 ensure safe communication.

e Layer 2 and Layer 3 attacks target devices, switches, and routing processes.

e Switches use CAM tables to store MAC address-to-port mappings.

e CAM flooding and ARP spoofing can exploit unsecured switches.

e Port security restricts device connections using MAC address controls.

e Effective security improves reliability but needs continuous monitoring and correct setup.

ASSESSMENT
A. Multiple Choice Questions (MCQs)

1. Which of the following is not a common network security threat?
a) Malware
b) Phishing
c) SSL
d) Denial-of-Service

2. Which protocol ensures secure web communication?
a) HTTP
b) FTP
c) HTTPS
d) Telnet
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3.CAM flooding is an attack at which OSI layer?
a) Layer 2
b) Layer 3
c) Layer 4
d) Layer 7

4. Which mode in port security completely disables a port on violation?
a) Protect
b) Restrict
c) Shutdown
d) Limit

5. VPN is primarily used for:
a) Faster internet speed
b) Secure remote access
c) Increasing storage space
d) File compression

6. Which of the following is a Layer 3 attack?
a) MAC flooding
b) IP spoofing
c) ARP spoofing
d) Port scanning

7.WPAS is a security standard used for:
a) Email encryption
b) Wireless networks
c) Website hosting
d) Server monitoring

8.In port security, "sticky" MAC addresses are:
a) Automatically learned and stored
b) Randomly generated
c) Pre-configured only
d) Used for wireless networks

9. Which device uses a CAM table?
a) Router
b) Switch
c) Firewall
d) Server

10. ARP spoofing targets:
a) IP address mapping
b) Email servers
c) Application software
d) DNS resolution
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B. Fill in the Blanks

1. Network security ensures the , , and of data.

2.HTTPS uses to encrypt communication.

3.The CAM table stores the mapping of addresses to switch ports.

4. spoofing is an attack where a device sends fake ARP messages.

S. is a security feature in switches that limits which devices can connect.

6. VPN stands for

7.The protect, restrict, and shutdown modes are used in security.
8.IP spoofing is an attack on layer of the OSI model.

9. is a wireless network security standard newer than WPA2.

10. SSL/TLS ensures communication between systems.

C. True or False

1. Network security prevents unauthorized access to data and systems.
2.HTTPS is less secure than HTTP.

3.CAM flooding is a Layer 2 attack.

4.Port security can prevent unauthorized devices from connecting.

5. ARP spoofing manipulates IP-to-MAC address mapping.

6. VPN increases internet speed.

7.WPAS is used for securing email communication.

8. Shutdown mode in port security disables the port after a violation.
9.1P spoofing is a Layer 3 attack.

10. Network security requires continuous monitoring to be effective.

D. Short Answer Questions

1. What is the main purpose of network security?

2.Name any two common network security threats.

3. What does HTTPS stand for?

4. Which OSI layer does CAM flooding attack target?

5. Define port security.

6. What is the full form of VPN?

7.Name any one wireless network security standard.

8. What is ARP spoofing?

9. Which table in a switch stores MAC address information?

10. Mention one advantage of using a VPN.
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E. Long Answer Questions

1. Explain the working of Network Security.

2. What are Security Protocols in Network Security? Explain the importance of HTTPS,
SSL/TLS, IPSec, WPA3, VPN, and SFTP in securing online communication.

3. What is a Content Addressable Memory (CAM) table? Explain its role in switches and
how attackers can misuse it through CAM Table Overflow attacks.

4. Define Switch Port Security. Explain its working with a suitable example and discuss
how it prevents unauthorized access in a network.

5. What are Switch Port Violations? Discuss the different violation modes (Protect, Restrict,
Shutdown) in detail with their effects on network traffic and administration.

6. Discuss the benefits and challenges of Switch Port Security. Why is it considered an
important defense against Layer 2 attacks such as MAC Flooding and MAC Spoofing?

Answer Key
A. Multiple Choice Questions
l.c.2.b.3.a.4.b.5.¢c.6.a.7.b.8.a.9.c. 10. b.

B. Fill-in-the-blanks
1. Unauthorized access 2. Data breaches 3. VPN 4. MAC address table 5. HTTPS 6. Switch
7. Port security 8. ARP spoofing 9. WPA3 10. Continuous monitoring

C. True/False questions

1. True 2. False 3. True 4. True 5. False 6. True 7. True 8. False 9. True 10. True
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Chapter-8

Network Security Controls and IPsec Functionality

At a School, the IT teacher explained how the school keeps its network safe. They use network
security controls like firewalls to block unwanted traffic, antivirus software to catch harmful
files, and access controls so only the right people can reach important data. To make
communication even safer, the school uses IPsec (Internet Protocol Security). [Psec works like
a secret envelope. It encrypts the data so that no outsider can read it, and it also authenticates
the sender to make sure the message is really from the right person. One day, when students
were sending project files to the school server, IPsec kept the data private and protected from
attackers on the internet. Thanks to these security controls and IPsec, the school’s network
stayed secure, and students could share and access information safely.

8.1. Network Security Controls

Network Security Controls are the protective measures used to safeguard the network and its
data from attacks, unauthorized access, and other security risks. These controls ensure that
only trusted users and devices can use the network safely. They are similar to security systems
used in our homes, such as locks, cameras, alarms, and security guards but for computer
networks.

Types of Network Security Controls
Network Security Controls can be divided into three main categories:

1. Preventive Controls
These are used to stop threats before they happen. They help protect the network from being
attacked or misused.

Examples:

e Firewalls: It acts like a barrier between the internal network and the outside world. They
allow or block data based on security rules.
e Antivirus Software: Scans for and removes harmful software like viruses or malware.
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e Encryption: Converts data into secret code so that it cannot be read without permission.
e Strong Passwords: Make it harder for attackers to guess user credentials.
e Access Control: Limits who can access files or systems.

2. Detective Controls
These help to detect and identify threats or suspicious activity on the network. They don’t stop
attacks, but they help to recognize when something unusual is happening.

Examples:

e Intrusion Detection Systems (IDS): Monitor the network for signs of attack or suspicious
behavior and alert the administrator.

e Security Logs: Keep records of who accessed the system and what actions they performed.

e Audit Trails: A step-by-step record of system activities that helps in investigations.

3. Corrective Controls
These are used after a threat or attack has occurred. They help fix the issue and restore the
network back to normal.

Examples:

e Data Backups: Copies of important data that can be restored if data is lost or damaged.

e System Updates and Patches: Fix weaknesses or bugs in software to protect against known
threats.

e Recovery Plans: Step-by-step procedures to recover from a cyberattack or system failure.

8.1.1. Access Control Measures

Access control measures refer to a set of security techniques used to regulate the permission to
use or interact with computer systems, networks, files, or other digital resources. These
measures ensure that only authorized users are granted access to specific data or system
functions, based on predefined rules and policies. Access control helps in maintaining data
confidentiality, integrity, and availability by preventing unauthorized access or actions.

Access control ensures that:
e Only authorized users can access data or systems.
e Users can only perform permitted actions (eg. view, edit, delete).

e Unauthorized users are denied access.

Types of Access Control Measures

1. Discretionary Access Control (DAC)

Discretionary Access Control is a method in which the owner or creator of a file, folder, or
resource determines the level of access granted to others. In this system, the owner has the
authority to decide which users are permitted to read, write, or execute specific files or programs.

Characteristics:
e Access rights are assigned based on individual preferences.
e Resource owners can grant or revoke access at their discretion.
e Commonly used in personal computers and small networks.
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Advantages:
e Simple to implement.
e Flexible for users.

Disadvantages:
e Less secure due to the possibility of accidental or intentional sharing of access.

Example: A user of a home computer allows another user to read a document but not make
changes to it.

2. Mandatory Access Control (MAC)

Mandatory Access Control is a highly secure access control model in which access permissions
are determined by a central authority based on security classifications. In this system, users and
data are assigned labels such as "Confidential", "Secret", or "Top Secret".

Characteristics:
e Access decisions are enforced by the system, not by users.
e Security policies are strictly followed without exceptions.
e Commonly used in military, defense, and government systems.

Advantages:
e Strong protection of sensitive information.
e Strict control reduces chances of data breaches.

Disadvantages:
e Complex to configure and manage.
e Less flexible for daily use in dynamic environments.

Example: A file labeled “Confidential” cannot be accessed by a user without a matching clearance
level.

3. Role-Based Access Control (RBAC)

Role-Based Access Control assigns access rights based on the role or position of a user within
an organization. A role defines a set of responsibilities and the corresponding permissions
required to perform them.

Characteristics:
e Access is determined by organizational roles, not individual identity.
e Roles are defined according to job functions.
e Easy to manage for large groups.

Advantages:
e Simplifies permission management in large systems.
e Reduces risk of excessive access.

Disadvantages:
e Requires clear definition and maintenance of roles.
e May not suit organizations with constantly changing roles.

Example: In a hospital management system. A doctor role can view and edit patient records. A
receptionist role can only schedule appointments.

4. Attribute-Based Access Control (ABAC)

Attribute-Based Access Control grants access based on a combination of attributes associated
with users, resources, or the environment. Attributes may include the user’s department,
location, time of access, or type of device.
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Characteristics:
e Access decisions are made using policies and multiple attributes.
e Highly flexible and dynamic.
e Suitable for complex and large-scale environments.

Advantages:
e Fine-grained access control.
e Policies can be updated without changing user roles.

Disadvantages:
e Requires advanced systems and careful planning.
e More complex to manage and audit.

Example:
e Access to a financial report is granted only if:
e The user belongs to the Finance department,
e The request is made during business hours,
e The device used is registered and secure.

8.2. Firewalls

A firewall is a network security system that monitors, filters, and controls incoming and outgoing
network traffic based on predetermined security rules. It acts as a protective barrier between a
trusted internal network and an untrusted external network, such as the internet. The main
purpose of a firewall is to prevent unauthorized access to or from private networks while allowing
legitimate communication to pass through. This protects internal network resources from
external threats, including hackers (See Figure 8.1).
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Fig 8.1 Firewalls
8.2.1. Key Functions of a Firewall

o Packet Filtering: Inspects data packets and blocks or allows them based on rules (such as IP
address, port number, or protocol).

o Stateful Inspection: Tracks the state of active connections and decides whether to allow or
block traffic based on the context of the traffic.

e Proxy Service: Acts as an intermediary between users and the internet, preventing direct
connections and hiding internal network details.

e Content Filtering: Restricts access to certain websites or types of content based on defined
policies.
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e Logging and Alerts: Monitors traffic and provides logs and alerts to administrators about
suspicious activities.

8.2.2. Types of Firewall
Network firewalls are broadly categorized in several types:
1. Packet-Filtering Firewall

A packet-filtering firewall is the most basic type of firewall that operates at the network layer. It
examines each data packet based on a set of predefined rules, such as source and destination
IP addresses, port numbers, and protocols. If a packet matches the allowed rules, it is permitted
to pass; otherwise, it is blocked. While this type of firewall is fast and simple, it does not inspect
the content of the data, making it less secure against complex attacks (See Figure 8.2).
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Fig 8.2 Packet-Filtering Firewall

2. Stateful Inspection Firewall

A stateful inspection firewall, also known as a dynamic packet filter, offers more advanced
protection than a basic packet-filtering firewall. It keeps track of the state of active connections
and uses this information to determine whether incoming packets are part of an existing, trusted
connection. This context-aware filtering helps block unauthorized or suspicious traffic more
effectively, providing a stronger level of security (See Figure 8.3).

PSS Central Institute of Vocational Education WWW.psscive.ac.in




Junior Cyber Security Associate — Grade XI|

e D
o=
o=
o=
State Tables —
=
] )— > . — (B
QQ —
Client Internet State Inspection Servers
Engine
A 4

Stateful Inspection FW

Fig 8.3 Stateful Inspection Firewall
3. Proxy Firewall (Application-Level Gateway)

A proxy firewall operates at the application layer and acts as an intermediary between the user
and the internet. Instead of allowing direct communication, it processes all requests and
responses through itself, examining the data content for security threats. This type of firewall
provides deep content inspection and hides the internal network from external users, enhancing
privacy and security, though it may slow down communication (See Figure 8.4).
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Fig 8.4 Proxy Firewall
4. Next-Generation Firewall (NGFW)

Next-generation firewalls combine traditional firewall features with advanced security functions
such as deep packet inspection, intrusion prevention systems (IPS), and application awareness.
They are capable of identifying and controlling applications, blocking advanced malware, and
protecting against modern cyber threats. NGFWs are widely used in enterprises due to their
comprehensive and intelligent security capabilities (See Figure 8.5).
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Fig 8.5 Next-generation firewalls
5. Software Firewall

A software firewall is installed directly on individual devices, such as computers or laptops. It
monitors and controls incoming and outgoing traffic on that specific device based on user-defined
rules. Software firewalls are easy to install and manage, making them ideal for personal or small-
scale use. However, they only protect the device they are installed on and are not sufficient for
network-wide protection.

6. Hardware Firewall

A hardware firewall is a standalone physical device that is placed between a network and its
connection to the internet. It protects the entire network by filtering traffic before it reaches
internal systems. Hardware firewalls are suitable for businesses or large organizations, as they
can handle large volumes of traffic and provide centralized security management. They require
professional setup and regular maintenance

7. Cloud Firewall

A cloud firewall is a security solution provided over the internet, designed to protect cloud-based
infrastructure and remote users. It offers scalable and flexible protection by filtering traffic
between cloud platforms and users regardless of location. Cloud firewalls are easy to update and
manage remotely, making them an effective option for organizations with distributed networks
or cloud services.

8.2.3. Firewall Configuration Step by Step

Step 1: Begin by launching Cisco Packet Tracer on your desktop, then choose the required
devices from the available options.

S.NO | Device | Model Name | Quantity
1. PC PC 3
2. server | PT-Server 1
3. switch | PT-Switch 1
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IP Addressing Table:
S.NO | Device | IPv4 Address | Subnet Mask
1. Server | 1.0.0.1 255.0.0.0
2 PCO 1.0.0.2 255.0.0.0
3. PC1 1.0.0.3 255.0.0.0
4 PC2 1.0.0.4 255.0.0.0

e Next, design the network topology as illustrated in the diagram below.

e Use the automatic connection tool to link the devices together (See Figure 8.6).

—
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Fig 8.6 Network Topology

Step 2: Set the IPv4 addresses and subnet masks for the PCs and the server as per the IP
addressing table provided above.

To assign an IP address to PCO, click on the device, navigate to the Desktop tab, then select IP
Configuration. In the IPv4 section, enter the designated IP address and subnet mask.

Follow the same steps to configure the server with its respective network settings (See Figure
8.7).
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Fig 8.7 IP configuration
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e An IP address can be assigned through the ipconfig command using the command-line
interface.

e Open the command prompt on the PC, then enter the following command: “ipconfig <IPv4
address> <subnet mask> <default gateway>” (if required).

e Example: ipconfig 1.0.0.2 255.0.0.0

e Apply the same steps to the remaining PCs to complete their configuration successfully
(See Figure 8.8).
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Command Prompt
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C:\>ipconfig 1.0.0.2 255.0.0.0
RN

Fig 8.8 Command Prompt

Step 3: Set up the firewall on the server to manage packet filtering and enable web browser
access.

e Start by selecting ServerO, go to the Desktop tab, and open the Firewall (IPv4) settings.
e Enable the firewall services.

e First, block the ICMP protocol by setting the Remote IP to 0.0.0.0 and the Remote
Wildcard Mask to 255.255.255.255, then add the rule.

e Next, permit the IP protocol using the same remote IP and wildcard mask values, and add
this rule as well (See Figure 8.9).
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Fig 8.9 ServerO
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Step 4: Test the network connectivity by sending a ping to the IP address of another device.
e Click on PC2 and open the Command Prompt.
e Enter the command: ping <IP address of the destination device>.
e In this scenario, we are pinging the IP address assigned to ServerO.

e As shown in the image below, there are no responses received, indicating that the firewall
is successfully blocking the packets (See Figure 8.10).
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Fig 8.10 Command Prompt
e Open the web browser by entering the server’s IP address into the address bar.

e To do this, select PC2, navigate to the Desktop tab, and click on Web Browser (See Figure
8.11).
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Fig 8.11 Web Browser
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Practical Activity 8.1: Configuring Basic Firewall Settings on Windows

Materials Needed:

e Computer with Windows OS
e Administrator access to the system
Steps
Step 1: To access Windows Firewall Settings
e Open the Control Panel.
e Go to System and Security: Windows Defender Firewall.
Step 2: To enable/Disable Firewall
e C(Click on Turn Windows Defender Firewall on or off.
e Ensure the firewall is enabled for both private and public networks.
Step 3: To create an Inbound Rule
e In the Firewall settings, open Advanced Settings.
e Select Inbound Rules: New Rule.
e Choose Port and click Next.
e Enter port number 80 (HTTP) and select Block the connection.
e Save the rule.
Step 4: Test the Rule
e Open a web browser and try to access any website using HTTP.
e Observe the connection being blocked or restricted.
Step 5: Remove the Rule
e Return to the Inbound Rules section.

Delete or disable the rule to restore normal connectivity.

8.3. Demilitarized Zone (DMZ)

A Demilitarized Zone (DMZ) in networking is a physical or logical subnetwork that separates an
internal local area network (LAN) from untrusted external networks, typically the internet. It acts
as a buffer zone between the private network and the public network, adding an extra layer of
security to an organization's IT infrastructure (Refer to Figure 8.12).
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Fig 8.12 Demilitarized Zone (DMZ)
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The main goal of a DMZ is to limit access to internal systems by exposing only necessary services
to the outside world. Servers placed in the DMZ (such as web servers, email servers, or FTP
servers) can communicate with both the internal network and the internet, but strict firewall
rules control this communication.

For example:

e An external user can access a public web server in the DMZ.
e That web server cannot directly access sensitive data in the internal LAN.
e If the DMZ server is compromised, the attacker cannot reach internal systems easily.

Basic Architecture of DMZ
There are typically three zones in a DMZ setup:
e External Network (Internet): Untrusted and open to all.
e DMZ Network: Semi-trusted; hosts public services.
e Internal Network (LAN): Fully trusted; contains sensitive data and systems.

Most setups use two firewalls:
e Firewall 1 (Internet to DMZ): Allows only specific public traffic (e.g., HTTP to a web server).
e Firewall 2 (DMZ to Internal): Tightly restricts or denies traffic from the DMZ to the internal
network.

Alternatively, a single firewall with three network interfaces (also called a "three-legged firewall")
can be used to create the same structure.

Advantages of Using a DMZ
e Improved Security: Prevents direct access to internal systems.
e Risk Isolation: Contains damage if a public-facing server is compromised.
e Better Access Control: Different firewall rules can be applied to DMZ and internal
networks.
e Flexible Service Hosting: Safely hosts web, mail, or DNS services.
e Monitoring and Logging: Easier to monitor external traffic to DMZ servers.

Limitations of a DMZ
e Not foolproof. It reduces risk but does not eliminate the need for strong security measures
on each server.
e Requires management. Needs proper configuration and monitoring.
e Added complexity. May require multiple firewalls or advanced firewall configuration.

Assignment 8.1:

1 Describe the basic architecture of DMZ.
2  Describe the types of Firewalls.

8.4. Virtual Private Network (VPN)

Virtual Private Network or VPN provides online privacy and anonymity by building a private
network from a public internet connection. It establishes a digital connection between your
computer and a remote server owned by a VPN provider, creating a point-to-point tunnel that
encrypts your personal data, masks your IP address, and lets you bypass website blocks and
firewalls on the internet.

A VPN is used to:
e Secure data on public Wi-Fi networks.
e Protect privacy by hiding your IP address and location.
e Access restricted content (like region-locked websites or streaming services).

e Connect to a company's private network remotely (useful for remote employees).
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Types of VPN
1. Remote Access VPN

e Used by individuals to connect to a private network from a remote location.
e Common for employees working from home.

2. Site-to-Site VPN

e Connects entire networks to each other (e.g., company branch offices).
o Ensures secure communication between multiple locations.

3. Mobile VPN

A Mobile VPN is specifically developed for use on portable devices such as tablets and
smartphones. It maintains a reliable and secure connection even when the device switches
between networks. For example, moving from Wi-Fi to cellular data. This type of VPN is commonly
used in sectors like logistics and healthcare, where users require uninterrupted access to
network resources while on the move.

Advantages of Using a VPN
e Provides strong security and data privacy
e Enables anonymous browsing
e Access to blocked or censored websites
e Safe usage of public Wi-Fi

e Useful for remote work and business communication

Limitations of a VPN
e May slow down internet speed due to encryption
e Not all VPNs are trustworthy (free VPNs may log data)
e Cannot protect against all types of cyber threats (e.g., phishing)

Practical Activity 8.2: Monitoring Network Activity Using Command Prompt

Materials Needed: Computer or laptop with Windows (or Linux/Mac with terminal), Internet
connection

Steps:
Step 1: Open Command Prompt / Terminal
e On Windows: Press Windows + R, type cmd, and press Enter.
e On Linux/Mac: Open the Terminal.
Step 2: Check Active Connections
e Type the command: ‘netstat -an’
e Press Enter.
e Observe the list of active connections, IP addresses, and ports.

Step 3: Identify Unknown Connections
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e Look for unusual IP addresses or connections that you don’t recognize.

e Discuss how unknown or suspicious connections can indicate possible threats.
Step 4: Ping a Website

e Type the command: ‘ping www.google.com’

e Observe how your computer sends and receives packets, ensuring connectivity.
Step 5: Record Observations

Make a table noting IP addresses, ports, and any suspicious activity.

8.5. Intrusion Detection System (IDS)

An Intrusion Detection System (IDS) is a security mechanism used to detect unauthorized
access, suspicious activities, or policy violations on a network or computer system. Its main
purpose is to monitor and analyze traffic or system behavior in real-time and alert the system
administrator if any unusual or potentially harmful activity is detected (See Figure 8.13).

Imagine an IDS like a burglar alarm system for your computer network, it won’t stop an intruder
by itself, but it will immediately alert you when something goes wrong.
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Fig 8.13 Intrusion Detection Systems

An IDS continuously watches network traffic or system activities and compares it against a
database of:

e Known attack signatures (for signature based IDS). A signature based Intrusion Detection
System (IDS) works like an antivirus. It detects attacks by looking for known attack
signatures. A signature is a special pattern or digital fingerprint of malicious activity. For
example, if a hacker always uses a specific command or code to attack a system, the IDS
stores that pattern in its database. When new traffic or files are checked, the IDS compares
them with the stored signatures. If it finds a match, it immediately raises an alert that an
attack is happening. Example: Suppose a computer virus always sends the message "DROP
TABLE users;" to delete a database. The IDS already knows this pattern as an attack
signature. If someone tries sending the same command again, the IDS recognizes it and
blocks or reports it.
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e [Established normal behavior patterns (for anomaly-based IDS). An anomaly-based Intrusion
Detection System (IDS) works by first learning what is normal behavior in a network or
computer. This normal behavior pattern includes things like average internet usage, usual
login times, common applications used, and regular data transfer amounts. Once the IDS
knows what “normal” looks like, it can watch for activities that are unusual or suspicious.
Example: If students usually log in between 8 AM and 4 PM, the IDS learns this as normal.
If someone tries to log in at 2 AM from an unknown device, the IDS sees this as an anomaly
and raises an alert.

When the IDS detects something that deviates from these patterns or matches known threats, it
raises an alert or log entry for further investigation.

8.6. Intrusion Prevention system(IPS)

An Intrusion Prevention System (IPS) is a security solution, either hardware or software, that
continuously monitors network traffic for signs of malicious activity. It takes immediate action
to block, prevent, or mitigate the detected threats. It works as an advanced layer of defense,
placed directly in the path of traffic between the source and destination, allowing it not only to
detect intrusions but also to stop them in real time (See Figure 8.14).

Unlike an Intrusion Detection System (IDS), which only alerts administrators about suspicious
activity, an IPS can automatically respond by:

e Blocking malicious IP addresses
e Dropping harmful data packets
e Resetting connections
e Reconfiguring firewall rules
An IPS uses various detection techniques such as:
e Signature-based detection (to match known attack patterns)
e Anomaly-based detection (to spot deviations from normal behavior)

e Policy-based detection (to enforce security rules). Policy-based detection in an Intrusion
Detection System (IDS) works by checking if users are following the organization’s
security rules (policies). These rules are created by network administrators, such as
“students can only access the library server,” or “no one should download large files from
unknown websites.” If someone breaks a rule, the IDS will detect it and raise an alert.
Example: Suppose the school policy says only teachers can access exam files. If a student
tries to open those files, the IDS will notice that the rule is being broken and report it.

e Behavioral-based detection (to track unusual user or system behavior)
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Fig 8.14 Intrusion Prevention Systems
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Types of Intrusion Prevention Systems
An Intrusion Prevention System (IPS) can be categorized into four distinct types:

1. Network-Based IPS (NIPS): This type is designed to oversee an entire network by monitoring
and analyzing network protocol activity to detect suspicious traffic patterns.

2. Wireless IPS (WIPS): It focuses on securing wireless environments by examining wireless
communication protocols to identify and prevent potentially harmful or unauthorized activity.

3. Network Behavior Analysis (NBA): This system observes traffic behavior across the network to
detect irregular patterns, such as those caused by distributed denial-of-service (DDoS) attacks,
certain malware types, or policy violations.

4. Host-Based IPS (HIPS): Installed on individual devices, this software inspects internal events
and system behavior on that specific host to identify any unusual or malicious activity.

8.7 Network traffic monitoring and analysis techniques

8.7.1 Network Traffic Monitoring

Network Traffic Monitoring is the continuous process of observing, analyzing, and managing the
flow of data across a network. It is a crucial part of network management and cybersecurity, as
it helps ensure the smooth performance of network operations, identify potential threats, and
maintain overall network health.

This process involves collecting data from various sources within the network such as routers,
switches, servers, and firewalls and analyzing it to understand how data is moving. The
information collected includes bandwidth usage, protocol behavior, source and destination
addresses, port numbers, and traffic volumes. By monitoring this information, network
administrators can detect issues like bottlenecks, unusual traffic spikes, packet loss, or
unauthorized access attempts (See Figure 8.15).
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Fig 8.15 Network Traffic

Network traffic monitoring typically involves placing monitoring agents or tools at strategic points
within the network. These tools collect data either by:

e Packet Sniffing: Capturing data packets directly from the network.

e Flow Analysis: Collecting summarized data from routers/switches (e.g., NetFlow).

e Log Files and System Reports: Analyzing logs from devices and applications.

The collected data is then visualized through dashboards and graphs, allowing administrators
to make informed decisions.
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8.7.2 Network Traffic Analysis

Network Traffic Analysis refers to the process of monitoring, capturing, and examining data
packets as they move across a network. This technique is used to gain visibility into network
activity, behavior patterns, and communication flow. It enables the identification of irregular
activities, ensures operational efficiency, and supports security monitoring efforts.

Network Traffic Analysis Techniques
1. Packet Analysis (Deep Packet Inspection)

Packet analysis involves examining the contents of each data packet that passes through the
network. This method provides detailed insights into the headers and payloads of packets,
including protocol usage, source and destination addresses, port numbers, and content types. It
helps detect unauthorized data transmissions, malware, or policy violations by thoroughly
inspecting each layer of the network packet.

2. Flow Analysis

Flow analysis focuses on identifying patterns of communication across a network rather than
inspecting individual packets. It uses flow data such as “NetFlow or sFlow” to summarize
connections between devices, including duration, frequency, byte count, and protocol types. This
technique identifies trends and unusual behaviors such as sudden traffic spikes or unusual
communication paths, helping detect possible security incidents or misconfigurations.

3. Protocol Analysis

Protocol analysis is the process of examining specific network protocols such as TCP, UDP, HTTP,
DNS, or SMTP to understand their behavior and performance. It helps by identifying
misbehaving or unauthorized services and helps in troubleshooting protocol-specific issues. By
monitoring the behavior and structure of protocols can also reveal attempts to bypass security
controls or exploit protocol weaknesses.

4. Statistical Analysis

Statistical methods use numeric metrics such as throughput, latency, error rates, and
bandwidth consumption to evaluate network performance. Anomalies in these statistics may
indicate issues like congestion, hardware failure, or malicious activity. This approach helps in
capacity planning and maintaining service quality.

5. Anomaly Detection

Anomaly detection involves identifying deviations from established baseline behavior. It uses
machine learning or behavior-based models to detect unusual traffic patterns, such as sudden
changes in connection rates, unexpected IP addresses, or uncharacteristic packet sizes. This
technique is effective for spotting zero-day attacks and stealthy threats.

6. Signature-Based Detection

This method uses predefined signatures or patterns to identify known threats within traffic. If
traffic matches a known malicious signature, an alert is generated. It is widely used in intrusion
detection systems and is effective for recognizing familiar malware, exploits, or attack types.
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7. Heuristic or Rule-Based Detection

Heuristic analysis applies expert-defined rules or logic to identify suspicious behaviors. Unlike
signature-based methods, this technique can detect unknown threats by observing how traffic
behaves, rather than matching specific patterns. It helps in discovering new or modified attack
techniques.

Types of Network Traffic Analysis
The different types of network traffic analysis are as follows (See Figure 8.16):
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Fig 8.16 Types of Network Traffic Analysis
1. Real-Time Traffic Analysis

Real-time analysis involves continuously monitoring data packets as they travel through the
network. This type provides instant visibility into active network sessions, allowing immediate
detection of anomalies, intrusions, or performance issues. It is essential in high-security
environments where quick response to threats is necessary.

2. Historical Traffic Analysis

Historical analysis uses previously collected traffic data stored in logs or databases. It helps in
identifying long-term trends, understanding past incidents, evaluating user behavior, and
planning network upgrades. This type is also useful for forensic investigations after a breach or
security incident.

3. Protocol-Specific Traffic Analysis

Protocol-specific traffic analysis focuses on monitoring and evaluating network traffic based on
individual protocols such as HTTP, DNS, FTP, or SMTP. It allows network administrators to
isolate and understand behaviors or vulnerabilities related to individual protocols. It also assists
in ensuring that protocol usage complies with organizational policies.
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4. Application-Level Traffic Analysis

Application-level analysis examines traffic related to specific applications or services. It identifies
bandwidth usage by apps like YouTube, Zoom, or Dropbox. This type helps manage network
resources, enforce usage policies, and detect unauthorized or risky applications in the network.

5. Encrypted Traffic Analysis

This type focuses on analyzing traffic that is protected by encryption (e.g., HTTPS, SSL/TLS).
Though the contents cannot be fully viewed, metadata like IP addresses, session durations, and
certificate information can still be examined. Encrypted traffic analysis is used to detect
anomalies or threats even when payloads are hidden.

6. Behavioral Traffic Analysis

Behavioral analysis observes normal patterns of traffic over time and flags anything that deviates
from these patterns. It uses machine learning or Al-based models to understand "normal"
behavior and detect new or unknown threats. This type is particularly useful for detecting insider
threats or slow, stealthy attacks.

8.8. IP Security (IPsec) Functionality and Mechanisms

IPsec, short for Internet Protocol Security, is a framework of protocols that secures IP
communications through encryption and authentication of individual packets in a data stream.
IPsec operates at the network layer of the OSI model, enabling secure communication between
devices such as computers, routers, and firewalls across an IP network. It is widely used for
creating Virtual Private Networks (VPNs) and for securing sensitive data transmitted over public
or private networks (see Figure 8.17).
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Fig 8.17 IPsec

[Psec provides end-to-end security by protecting data as it travels from the source to the
destination, ensuring that the information is not tampered with or accessed by unauthorized
parties.

IPsec Functionality
IPsec offers several core security functions to ensure safe data transmission:

1. Confidentiality: IPsec encrypts data packets using encryption algorithms such as AES or
DES. This ensures that even if the packets are intercepted, the content remains unreadable
to unauthorized users.

2. Data Integrity: IPsec ensures that the data has not been altered in transit. It uses hashing
algorithms (such as SHA or MDJ5) to verify that the data received matches the data sent.

3. Authentication: It verifies the identity of the communicating parties. [Psec uses mechanisms
like pre-shared keys or digital certificates to confirm that the data is being sent and received
by legitimate sources.
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4. Anti-Replay Protection: IPsec includes mechanisms to prevent replay attacks by assigning
sequence numbers to packets and rejecting duplicates.

S. Access Control: Based on IPsec policies, access can be controlled between devices or
networks, limiting who can communicate with whom.

IPsec Mechanisms
[Psec uses several protocols and components to perform its functions (See Figure 8.18):
1. Security Protocols:

e Authentication Header (AH): AH provides authentication and integrity of IP packets but
does not offer encryption. It ensures that the data has not been tampered with and comes
from a verified source.

e Encapsulating Security Payload (ESP): ESP provides encryption, authentication, and
integrity. It is more commonly used than AH, as it secures the data by making it
confidential and verifiable.

Device- 1 Device- 2

Fig 8.18 IPsec Mechanisms

2. Security Associations (SA):

Security Associations (SA) is a set of policies and cryptographic keys used to secure traffic in one
direction. In IPsec, every connection uses two SAs (one for each direction), which defines how
data should be encrypted and authenticated.

3. Key Management Protocols:

e Internet Key Exchange (IKE): IKE is used to negotiate, establish, and manage security
associations. It automates the process of key generation and exchange between devices.

e [KE has two versions: IKEvl and IKEv2, with IKEv2 being the more secure and efficient
option.

8.9. IPSec security architecture, and its operational modes
8.9.1. IPSec security architecture

The architecture of IP Security outlines the overall framework of the technology, including its
core concepts, definitions, protocols, encryption methods, and the security standards it must
meet. It provides a foundation for implementing secure communication across IP networks.
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1. Authentication Header (AH): AH checks who sent the data and if it was changed during
transmission. Example: Like a seal on an envelope showing the sender is real and the letter
was not tampered with.

2. Encapsulating Security Payload (ESP): ESP hides the contents of the data by encrypting it,
so only the right receiver can read it. Example: Like locking the letter inside a box so no one
else can see what’s inside.

3. Security Associations (SA): These are the agreements between two computers about how they
will secure their communication (which keys, which methods, etc.). Example: Like two friends
agreeing on a secret code before they start sending messages.

4. Key Management (Internet Key Exchange(IKE)): This is the process of creating and sharing
secret keys safely. Example: Like securely exchanging the key to the locked box before sending
letters.

8.9.2. IPsec operational modes

IPSec Modes define the application format of IP security to secure data transmission across IP
networks. There are two primary modes (See Figure 8.19):

1. Transport Mode

Transport Mode applies security directly to the payload of the IP packet, leaving the original IP
header unchanged. This mode secures communication between two endpoints such as
computers or servers. It ensures that data content is encrypted and verified for authenticity and
integrity.

e It is used for communication between individual hosts.
e It is ideal for providing protection within internal networks.

e It reduces processing overhead because the IP header remains exposed.

2. Tunnel Mode

Tunnel Mode encrypts the entire IP packet, including both header and payload. It then
encapsulates this packet within a new IP packet with a new IP header. This approach ensures
that the original packet remains fully protected and is not visible to external entities.

e It is commonly used for communication between gateways like firewalls or routers.
e It is the preferred mode for establishing secure VPN connections.

e It provides complete confidentiality for the entire packet, including original addressing
information.

Computer Computer

Transport Mode E
—
‘ @ Tunnel Mode @ |

Fig 8.19 IPsec Modes
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Difference between transport mode and tunnel mode in IPsec

Table 2.1. Difference between transport mode and tunnel mode in IPsec

encrypted

Feature Transport Mode Tunnel Mode
Scope of | Encrypts only the payload of the IP | Encrypts the entire IP packet
Protection packet including the header
IP Header Original IP header is left intact A new IP. header is added after
encapsulation

Used for end-to-end communication | Used for gateway-to-gateway or VPN
Usage .

between hosts connections
Performance Slightly better, as less data is | Slightly lower, due to full packet

encryption

Address Hiding

Does not hide sender/receiver IP
addresses

Hides original IP addresses

Common Host-to-host (e.g., client to server on | Network-to-network (e.g., between
Scenario same network) two office networks)

Less overhead due to partial | More overhead due to full
Overhead . .

encryption encapsulation

Assignment 8.2:

1. Describe the IPSec security architecture.

2. Describe the types of Network Traffic Analysis.

Steps:

Step 1: Open Firewall Settings
e Press Windows + S and type Windows Security.
e Click on Firewall & network protection.

Step 2: Check Firewall Status

e If any is “Off,” turn it On.
Step 3: Block a Program from Internet Access

e Click Allow an app through the firewall.

e Save changes.
Step 4: Test the Block
e Try to use the blocked program to access the internet (it should fail or show an error).

Step 5: Re-allow the Program

Practical Activity 8.3: Configuring and Testing a Firewall

Materials Needed: Computer with Windows OS, Internet connection

e See if Domain, Private, and Public networks are “On”.

e Select a program (e.g., Notepad, a game, or browser) and uncheck Private and Public.

Go back to firewall settings and recheck the program to restore access.
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@Points to remember:

IPSec: Secures IP communications using AH (authentication) and ESP (encryption).

e Transport Mode: Encrypts only data, for device-to-device security.
e Tunnel Mode: Encrypts entire packet, for network-to-network security (e.g., VPNs).
e Key Components: Security Association (SA) defines policies; IKE handles secure key
exchange.
Summary

Network security controls protect data and systems from attacks and unauthorized access.

Preventive controls stop threats before they occur (firewalls, antivirus, encryption, strong
passwords).

Detective controls identify unusual or malicious activity (IDS, logs, audit trails).

Corrective controls fix issues after an attack (backups, patches, recovery plans).

Access control ensures only authorized users perform allowed actions.

Firewalls filter and monitor network traffic, blocking unauthorized access.

Packet-filtering firewalls check packets based on IP, port, and protocol, fast but less secure.
A DMZ is a buffer zone separating internal networks from external ones.

VPNs encrypt online traffic, hide IP addresses, and enable secure remote access.

IDS monitors systems and networks to detect intrusions and alerts administrators.

[PSec secures data transmission using Encapsulating Security Payload (ESP) and
Authentication Header (AH).

ASSESSMENT
A. Multiple Choice Questions
1. What is the main purpose of network security controls?

a) To speed up the network

b) To protect the network from attacks and unauthorized access
c) To increase internet bandwidth

d) To block all network traffic

2. Which of the following is a preventive control?

a) Intrusion Detection System
b) Data Backup

c) Firewall

d) Security Logs

.Mandatory Access Control (MAC) is mainly used in:

a) Personal computers

b) Military and government systems
c) Small office networks

d) Hospitals

4. Which firewall type works at the application layer and acts as an intermediary?

a) Packet Filtering Firewall

b) Proxy Firewall

c) Stateful Inspection Firewall
d) Hardware Firewall
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5. What does VPN stand for?
a) Virtual Private Network
b) Very Private Network
c) Virtual Public Network
d) Verified Private Network

6. Role-Based Access Control (RBAC) assigns access based on:
a) User's department
b) User’s location
c) User’s role or job function
d) User’s device type

7.Which of these is NOT a type of VPN?
a) Remote Access VPN
b) Site-to-Site VPN
c) Mobile VPN
d) Local VPN

8. What is the function of an Intrusion Detection System (IDS)?
a) To block network traffic
b) To detect unauthorized access and suspicious activity
c) To create backups
d) To encrypt data

9. Which control is responsible for restoring systems after a security incident?
a) Preventive Controls
b) Detective Controls
c) Corrective Controls
d) Access Controls

10. A stateful inspection firewall differs from a packet-filtering firewall because it:
a) Only filters packets by IP address
b) Tracks the state of active connections
c) Works only at the application layer
d) Is a hardware device only

B. Fill in the Blanks
1. controls help stop security threats before they happen.

2. A firewall acts as a between a trusted internal network and an untrusted external
network.

3. In Discretionary Access Control (DAC), the decides who can access the resource.
4. A VPN allows individuals to connect remotely to a private network.

S.Intrusion Detection Systems (IDS) alert administrators about or suspicious
activities.

6. firewalls monitor and control traffic on individual devices like computers or laptops.
7.Role-Based Access Control (RBAC) is based on the user’s within an organization.
8. Encryption converts data into so unauthorized users cannot read it.

9.A firewall examines packets based on source and destination IP addresses and
ports.

10. Corrective controls include data backups and to fix vulnerabilities.
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1.

. True or False

Firewalls allow all incoming traffic by default.

Discretionary Access Control gives the owner full control over permissions.
VPNs can help secure data on public Wi-Fi networks.

A Proxy firewall works only at the network layer.

Access control measures ensure only authorized users can access systems.
A Mobile VPN is designed to maintain a connection while switching networks.
Intrusion Detection Systems can block attacks automatically.

Next-Generation Firewalls combine traditional firewall functions with advanced security
features.

System updates and patches are examples of preventive controls.

10. Security logs help in detecting suspicious network activity.

. Short Answer Questions
What are network security controls?
Name the three main categories of network security controls.
What is the main purpose of preventive controls?
Give two examples of detective controls.
What do corrective controls help to do after an attack?
Explain Discretionary Access Control (DAC) in brief.
What makes Mandatory Access Control (MAC) different from DAC?
How does Role-Based Access Control (RBAC) assign permissions?

What is Attribute-Based Access Control (ABAC)?

10. What is the primary function of a firewall in network security?

. Long Answer Questions

Discuss in detail the four types of Access Control Measures (DAC, MAC, RBAC, ABAC) with
their characteristics, advantages, disadvantages, and examples.

What are firewalls? Describe in detail the different types of firewalls—Packet Filtering,
Stateful Inspection, Proxy Firewall, Next-Generation Firewall, Software Firewall, Hardware
Firewall, and Cloud Firewall.

Differentiate between Hardware Firewalls, Software Firewalls, and Cloud Firewalls.
Discuss their advantages, limitations, and areas of use.

Explain the concept of a Demilitarized Zone (DMZ) in network security. Discuss its basic
architecture, including the role of internal, external, and DMZ networks.

Define Virtual Private Network (VPN). Explain in detail the types of VPNs (Remote Access,
Site-to-Site, and Mobile VPN) with examples of where each type is used.

Differentiate between an Intrusion Detection System (IDS) and an Intrusion Prevention
System (IPS).
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Explain the working of an Intrusion Prevention System (IPS).

Discuss how DMZ, VPN, IDS, and IPS collectively enhance network security. Explain with

examples how these technologies can be integrated in an organization’s security
infrastructure.

Answer Key
A. Multiple Choice Questions
1. (b), 2. (c), 3. (b), 4. (b), 5. (a), 6. (¢), 7. (d), 8. (b), 9. (c), 10. (b)

B. Fill-in-the-blanks

1. Preventive, 2. Barrier, 3. Owner, 4. Remote Access, 5. Unauthorized access 6. Software 7.
Role, 8. Secret code 9. Packet-filtering 10. System updates and patches

C. True/False questions

1. False 2. True 3. True 4. False 5. True 6. True 7. False 8. True 9. False 10. True
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Chapter-9

Intrusion Detection System

In a school computer lab, Aman was responsible for keeping the computers safe from hackers.
One day, he noticed that some students were having trouble accessing certain websites, and
strange activities were happening on the network. Aman used a special program called
Intrusion Detection System (IDS)—like a digital security guard—that watches over the network
all the time. The IDS alerted him when it detected unusual activities, like someone trying to
log in many times with the wrong password or a strange computer sending lots of data. Thanks
to the IDS, Aman could quickly find the problem and stop the hacker before any damage was
done. This helped keep the school’s network safe and running smoothly.

* X‘l‘

9.1 Overview of Intrusion Detection Systems (IDS)
Intrusion Detection Systems (IDS)

An Intrusion Detection System (IDS) is a security tool that monitors and analyzes network or
system activities for signs of unauthorized access, policy violations, or other harmful behaviors.
It acts like a security camera for digital environments, continuously inspecting traffic and system
behavior to detect unusual or potentially dangerous patterns.

IDS solutions are designed to identify threats in real-time or through historical data analysis.
Once a potential threat is recognized, the system alerts administrators so they can investigate or
take appropriate action. While IDS does not block traffic, it plays a crucial role in early threat
detection, helping to prevent damage before an attack can spread or escalate (See Figure 9.1).
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Fig 9.1 Intrusion Detection Systems
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Detection Techniques in Intrusion Detection System
1. Signature-Based Detection

This technique relies on a database of known attack patterns or signatures. When traffic or
system behavior matches one of these signatures, the IDS triggers an alert. Signature-based
detection is highly effective at identifying well-known threats quickly and accurately. However, it
cannot detect new or unknown attacks unless the signature database is frequently updated. It
is similar to how antivirus software works by matching files to known virus definitions.

2. Anomaly-Based Detection

Anomaly-based detection works by establishing a baseline of normal system or network behavior
and then detecting any deviation from that pattern. If the system identifies unusual behavior—
such as a sudden spike in network traffic or an unknown user attempting access—it flags it as
potentially malicious. This technique is powerful for identifying new or zero-day attacks but can
sometimes generate false positives if the normal behavior is not accurately defined.

3. Heuristic-Based Detection

Heuristic detection uses algorithms and rules to evaluate the behavior of programs or users. It
involves analyzing the characteristics of an activity rather than just matching known patterns.
This method can recognize previously unseen threats by identifying behaviors typically
associated with malicious intent. It is often used in combination with other techniques to
enhance detection accuracy.

4. Behavior-Based Detection

Behavior-based IDS focuses on monitoring the actions of users, systems, or processes over time.
It defines normal behavioral patterns and continuously checks for unusual actions that may
indicate an attack. For example, if a user suddenly tries to access large numbers of files or log
in from different locations, the system may detect this as a potential threat. This method is
effective for catching insider threats and long-term, subtle attacks.

Methods of Intrusion

e IP Spoofing: This involves disguising the origin of malicious traffic by using forged IP
addresses or unsecured proxy services, making it difficult to trace the actual attacker.

e Data Fragmentation: Attackers break malicious payloads into smaller segments to bypass
intrusion detection systems that may not reassemble or fully analyze the entire data stream.

e Signature Avoidance: By altering the structure or behavior of an attack, intruders aim to
bypass detection mechanisms that rely on known patterns or signatures.

e Distributed Scanning: Attackers coordinate efforts using multiple sources or scan several
network ports simultaneously to obscure their activities, overwhelming or deceiving the
monitoring systems.

Benefits of IDS
e It enhances situational awareness of network and system activity.

e It supports compliance with regulatory requirements (e.g., PCI-DSS, HIPAA).

PSS Central Institute of Vocational Education WWW.psscive.ac.in




Junior Cyber Security Associate — Grade XI| 108

e [t helps in early detection of attacks before they cause damage.

e It provides detailed logs for forensic investigation and response.

9.2 Classification of Intrusion Detection Systems

Intrusion Detection Systems (IDS) can be categorized according to their location in the network
and the way they function:

1. Network-Based Intrusion Detection System (NIDS)

A Network-Based IDS is placed at key points within a network to monitor all inbound and
outbound traffic. It inspects network packets for suspicious patterns or malicious activities that
could indicate an attack. NIDS is ideal for detecting threats like port scans, denial-of-service
attacks, or unusual traffic flow, especially from external sources trying to penetrate the system.
It works best when installed at a network perimeter, such as near routers or firewalls, allowing
it to analyze traffic before it reaches internal systems.

2. Host-Based Intrusion Detection System (HIDS)

A Host-Based IDS is installed on individual devices such as servers, desktops, or laptops. It
monitors system logs, file activity, operating system behavior, and application processes for signs
of unauthorized access or changes. HIDS is especially effective in detecting insider threats or
attacks that target specific systems. Unlike NIDS, which focuses on traffic, HIDS provides deep
visibility into what is happening within the host itself.

3. Protocol-Based Intrusion Detection System (PIDS)

Protocol-Based IDS is used to monitor and analyze the protocol activity between users and the
network. It ensures that the communication protocols—such as HTTP, FTP, or DNS—are used
properly and within expected rules. PIDS is often deployed at the front-end of a web server, where
it checks whether the protocol being used follows defined standards and security policies, helping
to detect protocol abuse or manipulation.

4. Application Protocol-Based IDS (APIDS)

Application Protocol-Based IDS works similarly to PIDS but operates specifically within the
context of an application. It focuses on monitoring and analyzing the communication within
application protocols. For example, it can observe traffic specific to an application like SQL
queries in a database. APIDS helps in detecting application-layer attacks such as SQL injection
or command injection.

5. Hybrid Intrusion Detection System

A Hybrid IDS combines two or more types of IDS—typically NIDS and HIDS—to provide more
comprehensive protection. By integrating both network-level and host-level monitoring, Hybrid
IDSs can detect a wider range of threats and provide better accuracy in identifying malicious
activities. These systems are more effective in large-scale environments where security coverage
needs to be both broad and deep.

PSS Central Institute of Vocational Education WWW.psscive.ac.in




Junior Cyber Security Associate — Grade XI| 109

9.3 Introduction to SNORT IDS

Snort is one of the most widely used open-source Intrusion Detection and Prevention Systems
(IDS/IPS). It’s a powerful tool for monitoring network traffic and identifying malicious activity
in real time.

Key Features:

e Snort is a lightweight, rule-based IDS/IPS developed by Martin Roesch and now maintained
by Cisco.

e [t can function as:
o A packet sniffer (like tcpdump)
o A packet logger (for debugging)
o A full-blown IDS/IPS (for real-time threat detection)
e Signature-based detection: Matches traffic against known attack patterns.
e Protocol analysis: Inspects headers and payloads for anomalies.
e Custom rule creation: One can write one’s own detection rules.

e Real-time alerts: Generates logs and alerts for suspicious activity.

Tools & Setup:

Files

GENERATE RULES

OPEN FILES

OPEN LOG ANALYZER

RUN IDS

Fig 9.2 SNORT GUI
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Files
Actions Protocol Source Network Source Port Destination Network Destination Port Class Type
Select —| Select —| select | select —| -> | select | select — Select —
Message Text Snort ID Priority
| /1000000
Payload:
[~ Content [~ PCRE [~ Uricontent
Clear
[~ Case Sensitiv [ Raw Bytes
Offset(in byte) Depth(in byte) Distance Thresholds ->
| Type: Select — |Track Select — |Count‘0 Second(s) |0
Session Options:
[~ Established To Client ™ From Client No Stream Stateless [~ To Server [~ From Server [~ Only Stream
Reference Type
[ Select —
Reference Type Generate Rule
| Select —
Snort Rule:
Fig 9.3 SNORT Rule Generator
SNORT Components Details
Table 9.1 SNORT Components Detail
Components | Details
Platform Linux (Ubuntu recommended), Windows (with limitations)
Dependencies | libpcap, daq, pcre, libdnet, etc.
Installation Download from Snort.org or GitHub repo
Rule Sets Community Rules (free) and Subscriber Rules (premium)
Visualization | Use ELK Stack (Elasticsearch, Logstash, Kibana) for log analysis

(Suggested Link for More Reading & Downloading: https://www.snort.org/ &
https:/ /github.com/sleetymattgeorge /SNORT-GUI)

Practical Activity 9.1: Simulating IDS Configuration in Cisco Packet Tracer
Materials Needed
e Cisco Packet Tracer software
e Preconfigured network topology (Router, Switch, Server, and PC)
Steps
Step 1: Create a Basic Network Topology
e Open Cisco Packet Tracer.

(https:/ /www.netacad.com/courses/getting-started-cisco-packet-
tracer?courseLang=en-US)

e Add the following devices:
o 1 Router
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o 1 Switch
o 2 PCs (PC1 = Normal user, PC2 = Attacker)
o 1 Server (to act as IDS/monitoring system)
o Connect devices using Copper Straight-Through cables.
Step 2: Assign IP Addresses
e Assign IP addresses to all devices (e.g., 192.168.1.x network).
e Ensure all devices are in the same subnet for communication.
Step 3: Configure IDS Server
e Select the Server — Services tab.
e Enable Intrusion Detection/Firewall service (if available in simulation).
e Configure IDS to monitor traffic coming from the switch/router interface.
Step 4: Generate Normal Traffic
e From PC1, ping the Server (e.g., ping 192.168.1.10).
e Check IDS logs - it should show normal communication.
Step 5: Simulate Malicious Activity
e From PC2 (attacker), perform a port scan or repeated ping flood:
o ‘ping 192.168.1.10 -t’
o (In Packet Tracer, repeat ping commands quickly).
e Observe IDS logs — the IDS should flag unusual traffic or raise an alert.
Step 6: Analyze Alerts
e On the IDS Server, view captured alerts.
Note down details such as source IP, destination IP, and type of activity.

Practical Activity 9.2: Simulating Intrusion Detection
Materials Needed:

e A computer or virtual machine with Snort IDS (or any IDS tool such as Suricata, Zeek)
installed.

e A test network setup (can be simulated using software like GNS3, Packet Tracer, or
VirtualBox).

e Basic network utilities such as ping, nmap, or hping3 for generating traffic.
Steps:
Step 1: Setup the IDS
e Install and configure Snort (or any IDS) on a monitoring system.
e Ensure the IDS is set to monitor the correct network interface.
e Verify the IDS service is running.
Step 2: Generate Normal Traffic
e From another system in the network, ping the IDS host to generate normal ICMP traffic.
e Observe that the IDS logs this activity as normal traffic without raising alerts.
Step 3: Simulate Suspicious Activity

e Use a scanning tool such as nmap to perform a port scan on the IDS-monitored system:
‘nmap -sS <target IP>’.

e Alternatively, use hping3 to send unusual packets, such as a SYN flood.
e Observe how the IDS detects and logs the suspicious activity.
Step 4: Analyze IDS Alerts
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e Open the IDS logs (e.g., /var/log/snort/alert for Snort).

e Identify alerts related to the suspicious activity (e.g., port scan detected, SYN flood
attempt).

Note the details of the alert such as source IP, destination IP, protocol, and action taken.

List of other suggested practical activities:

1. Objective: To analyze network traffic and detect anomalies using Snort IDS.
Tools & Platform Needed:

e Hardware: Computer with internet access.

e Apps: Install Snort on a Linux-based system (e.g., Ubuntu); use Wireshark for packet
inspection.

2. Objective: To detect port scanning activities using IDS.
Tools & Platform Needed:

e Hardware: LAN setup with multiple nodes.

e Apps: Use Nmap for scanning; monitor alerts with Snort or Suricata.

3. Objective: To visualize IDS logs and generate reports for attack patterns.
Tools & Platform Needed:

e Hardware: Computer with sufficient storage and RAM.

Apps: Use ELK Stack (Elasticsearch, Logstash, Kibana) to parse and visualize IDS logs from
Snort or Suricata.

Summary
e Intrusion Detection System (IDS) monitors networks or systems to detect unauthorized
access, policy violations, or malicious activities.

e IDS acts like a digital security camera, analyzing traffic and system behavior in real-time or
via historical data.

e IDS alerts administrators of potential threats but does not block traffic itself.

e Signature-Based Detection uses known attack patterns to identify threats quickly but can
miss new attacks.

e Anomaly-Based Detection detects unusual behavior deviating from normal baselines and can
find new or unknown attacks but may cause false alarms.

e Heuristic-Based Detection analyzes behaviors using rules and algorithms to detect unknown
threats.

e Behavior-Based Detection monitors user and system actions over time to identify suspicious
activities like insider threats.

e Common intrusion methods include IP spoofing, data fragmentation, signature avoidance,
and distributed scanning.

e IDS benefits include early attack detection, improved situational awareness, regulatory
compliance support, and detailed forensic logs.

e IDS types include Network-Based IDS (NIDS), Host-Based IDS (HIDS), Protocol-Based IDS
(PIDS), Application Protocol-Based IDS (APIDS), and Hybrid IDS combining multiple
approaches for comprehensive security.
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ASSESSMENT
A. Multiple Choice Questions
1. What is the primary function of an Intrusion Detection System (IDS)?
a) Block unauthorized traffic
b) Monitor and detect unauthorized activities
c) Encrypt network data
d) Manage user accounts

2. Which IDS detection technique relies on a database of known attack patterns?
a) Anomaly-based detection
b) Signature-based detection
c) Heuristic-based detection
d) Behavior-based detection

3. What is a limitation of signature-based IDS?
a) Generates too many false positives
b) Cannot detect new or unknown attacks without updates
c) Requires complex algorithms
d) Monitors system behavior over time

4. Anomaly-based detection identifies threats by:
a) Comparing activities to known signatures
b) Monitoring deviations from normal behavior
c) Analyzing protocol compliance
d) Blocking suspicious IP addresses

5. Which IDS type monitors traffic at critical points in a network?
a) Host-Based IDS (HIDS)
b) Network-Based IDS (NIDS)
c) Protocol-Based IDS (PIDS)
d) Application Protocol-Based IDS (APIDS)

6. Host-Based IDS primarily monitors:
a) Network traffic
b) System logs and file activity on a device
c) Protocol communications
d) External firewall rules

7.What does a Hybrid IDS combine?
a) Two or more detection techniques
b) Signature and heuristic detection only
c) Network and host-based IDS functionalities
d) Behavioral and protocol analysis

8.1P Spoofing is a method where attackers:
a) Break data into smaller pieces
b) Use forged IP addresses to hide their identity
c) Alter attack signatures
d) Scan multiple network ports

9. Which detection method uses rules and algorithms to analyze program behavior?
a) Signature-based
b) Anomaly-based
c) Heuristic-based
d) Behavior-based
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10. What is one key benefit of using IDS?
a) Automatically blocks attacks
b) Provides early detection and alerts for threats
c) Replaces firewalls
d) Prevents all cyber attacks

B. Fill-in-the-blanks

1.An IDS acts like a for digital environments by monitoring and analyzing activities.
2. -based detection uses a database of known attack signatures to detect threats.

8 -based detection flags activities that deviate from normal system behavior.

4.The IDS technique that evaluates the characteristics of activities rather than known patterns
is called -based detection.

S. -based IDS focuses on monitoring user and system behavior over time to spot
suspicious actions.

6. A Network-Based IDS (NIDS) is typically placed at ____ points in a network.
7.Host-Based IDS (HIDS) monitors __ and file activity on individual devices.
8. IDS combines both network and host-based monitoring for better protection.
9.Attackersuse __ to disguise the origin of malicious traffic by forging IP addresses.

10. IDS provides detailed logs that help in investigation after an attack.

C. True/False questions

1. An Intrusion Detection System (IDS) blocks malicious traffic automatically.

2. Signature-based detection relies on known attack patterns to identify threats.

3. Anomaly-based detection cannot detect zero-day attacks.

4. Host-Based IDS monitors network traffic at key points in the network.

S.IP spoofing is a technique used by attackers to hide their true IP address.

6. Hybrid IDS combines network-based and host-based detection methods.
7.Behavior-based detection only looks for known signatures.

8. Distributed scanning is when attackers use multiple sources to scan network ports.
9. Protocol-Based IDS checks if communication protocols are used properly.

10. IDS solutions do not provide logs useful for forensic investigations.

D. Short Answer Questions

What is an Intrusion Detection System (IDS)?

How does IDS help in network security?

What is the main difference between IDS and firewall?

Name the four main detection techniques used in IDS.

o o> ® =

What is signature-based detection?
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What are the limitations of signature-based detection?
Explain anomaly-based detection in IDS.
How does heuristic-based detection work?

What is behavior-based detection?

10. Define IP spoofing in the context of intrusion methods.

E. Long Answer Questions
1.

Explain the concept of an Intrusion Detection System (IDS). How does it work as a “security
camera” for digital environments, and why is it considered important in modern
cybersecurity infrastructure?

Discuss in detail the different detection techniques used in IDS. Explain their working,
advantages, and limitations with suitable examples.

Differentiate between Signature-Based Detection and Behavior-Based Detection in IDS.
Describe the benefits of Intrusion Detection Systems in enhancing network security. How
does IDS contribute to situational awareness, regulatory compliance, early threat
detection, and forensic investigations?

Describe the types of IDS.

What is the difference between Network-Based IDS (NIDS) and Host-Based IDS (HIDS)?
Explain the working of Application Protocol-Based IDS (APIDS).

Describe the concept of Hybrid Intrusion Detection Systems.

Answer Key
A. Multiple Choice Questions
1. (b), 2. (b), 3. (b), 4. (b), 5. (b), 6. (b), 7. (c), 8. (b), 9. (c), 10. (b)

B. Fill-in-the-blanks

1. security camera, 2. Signature, 3. Anomaly, 4. Heuristic, 5. Behavior, 6. Key, 7. system logs,
8. Hybrid, 9. IP spoofing, 10. Forensic

C. True/False questions
1. False, 2. True, 3. False, 4. False, 5. True, 6. True, 7. False, 8. True, 9. True, 10. False
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Chapter-10

Security and Network Operations Center

Riya and Aarav work in the IT department of their school. Riya is part of the Security
Operations Center (SOC), watching out for hackers trying to break into the school’s computers.
Aarav works in the Network Operations Center (NOC), making sure the school’s internet and
network are fast and reliable. One day, Aarav noticed the network was very slow, and at the
same time, Riya saw some suspicious login attempts. Thanks to their Security Information
and Event Management (SIEM) system, they quickly found out a cyber attack was causing the
problem. Riya blocked the hackers while Aarav fixed the network. Together, they kept the
school’s computers safe and running smoothly.

10.1 Foundations of Security Operations and Management
Security Operations

Security Operations refers to the continuous, real-time efforts to monitor, detect, analyze, and
respond to cybersecurity incidents within an organization. The goal of security operations is to
ensure the smooth and secure functioning of IT infrastructure, while minimizing the risk of data
breaches, malware infections, and other cyber threats.

Security operations are usually handled by a Security Operations Center (SOC) — a centralized
unit that uses a combination of personnel, technology, and defined procedures to safeguard
information systems.

Core Activities:

e Real-Time Monitoring: Constant observation of networks, endpoints, and servers for unusual
or unauthorized activity.

e Threat Detection: Identifying indicators of compromise (IoCs) using security tools like
intrusion detection systems (IDS) and SIEM solutions.

e Incident Response: Taking appropriate action when a threat is detected — such as isolating
affected systems or blocking malicious IP addresses.
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e Log Collection and Analysis: Gathering logs from various devices to uncover patterns of
malicious behavior or policy violations.

e Patch and Vulnerability Management: Applying security patches and remediating known
vulnerabilities before they are exploited.

Security operations help ensure availability, confidentiality, and integrity of digital systems by
actively defending against internal and external threats.

Security Management

Security Management involves the strategic planning, development, and enforcement of security
policies, procedures, and frameworks that protect an organization’s assets including data,
hardware, software, and personnel. Unlike security operations, which are focused on active, real-
time protection, security management is policy-driven and preventive in nature.

It includes the overall design and governance of security systems to ensure that security
objectives align with organizational goals.

Key Components:

e Risk Assessment: Identifying and evaluating potential risks that could impact assets,
operations, or reputation.

e Policy Development: Creating rules and guidelines for how security should be maintained
— such as password policies, access controls, and acceptable use policies.

e Compliance Management: Ensuring that the organization meets regulatory and industry
standards (e.g., ISO 27001, GDPR, HIPAA).

e Asset Protection Planning: Categorizing and securing critical resources based on sensitivity
and business value.

e Training and Awareness: Educating employees and users on security best practices and
protocols.

e Audit and Review: Periodically evaluating security processes to identify gaps and implement
improvements.

Security management provides the framework and direction for all security-related efforts in an
organization, ensuring that practices are standardized and risks are proactively addressed.

10.2 Understanding Security Operations Center (SOC) and Network Operations Center
(NOC)

10.2.1. Security Operations Center (SOC)

A Security Operations Center (SOC) is a centralized facility or team within an organization that
continuously monitors, detects, analyzes, and responds to cybersecurity threats and incidents.

It acts as the “nerve center” for security, where skilled analysts, advanced tools, and well-defined
processes work together to protect an organization’s IT infrastructure, data, and digital assets.

The primary goal of a SOC is to:
e Prevent security incidents.
e Detecting suspicious activities quickly.

e Respond to threats in real time.
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e Recover systems after an attack.

e Continuously improve security posture.

Types of SOC

1. In-House SOC: The SOC is entirely built, operated, and managed within the organization’s
own premises and by its own staff.

Features:
e Full control over processes, tools, and policies.
e Operates 24/7 (in most cases).
e Staffed by employees who understand the company’s systems and business environment.
Advantages:
e High customization and flexibility.
e Better data privacy (data never leaves the organization).
e Quick decision-making.
Challenges:
e High setup and operational costs.
e Requires hiring and retaining skilled cybersecurity professionals.
e Time-consuming to establish.

Example: A bank running its own dedicated SOC in its headquarters.

2. Outsourced SOC (Managed SOC): A third-party security provider (Managed Security Service
Provider - MSSP) operates the SOC for the organization.

Features:
e The MSSP handles monitoring, detection, and response activities.
e Often operates from the vendor’s premises or dedicated security facility.
e Uses a subscription-based or service contract model.
Advantages:
e Cost-effective compared to in-house SOC.
e Access to experienced security analysts and advanced tools without heavy investment.
e Scalable services.
Challenges:
e Less control over processes.
e Potential concerns over data sharing and privacy.
e Reliance on the vendor for timely response.

Example: Small and medium enterprises outsourcing to companies like IBM Managed Security
Services or Secureworks.

PSS Central Institute of Vocational Education WWW.psscive.ac.in




Junior Cyber Security Associate — Grade XI| 119

3. Hybrid SOC: A mix of in-house and outsourced operations — some functions are managed
internally, while others are handled by an MSSP.

Features:

e Critical operations remain internal.

e External experts handle routine monitoring or specialized threat intelligence.
Advantages:

e Balances control with cost savings.

e Flexibility to adapt resources.

e Internal staff can focus on strategic security tasks.
Challenges:

e Requires strong coordination between internal and external teams.

e Potential complexity in tool and process integration.

Example: A government agency keeps classified threat monitoring internal but outsources
general log monitoring.

4. Virtual SOC (vSOC): A decentralized SOC where the security team operates remotely, often
from multiple locations, using cloud-based monitoring and collaboration tools.

Features:
e Analysts can be located globally.
e Uses cloud-hosted SIEM and SOAR tools.
e Can operate without a physical SOC facility.
Advantages:
e Lower infrastructure cost.
e Access to global talent.
e Flexible staffing and operations.
Challenges:
e Requires reliable and secure connectivity.
e Potential difficulties in building team cohesion.
e Time zone differences may impact response speed.

Example: A cybersecurity firm with analysts in different countries monitoring client systems
entirely online.

5. Command SOC (Global SOC): A large-scale SOC that serves as a central command center for
multiple regional or subsidiary SOCs.

Features:
e Provides global visibility of threats.
e Coordinates incident response across geographies.

e Often used by multinational corporations.
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Advantages:

Centralized decision-making with global threat intelligence.

e Standardized security policies across the organization.
e Can oversee multiple local SOCs.
Challenges:
e Large-scale coordination required.
e May face delays in responding to localized issues.

Example: Microsoft’s global SOC overseeing multiple regional SOCs for Azure data centers.

Assignment 10.1.
1. List down the types of SOC.
2. List down the key components of SOC.

10.2.2. Network Operations Center (NOC)

A Network Operations Center (NOC) is a centralized facility where IT professionals monitor,
manage, and maintain an organization’s network infrastructure to ensure continuous, reliable,
and secure operation. While a SOC focuses on cybersecurity threats, a NOC is mainly concerned
with network performance, availability, and efficiency.

The primary goal of a Network Operations Center (NOC) is:

e Monitoring network devices, servers, and connections 24/7.
e Detecting issues (like outages, latency, bandwidth overuse) before they affect users.
e Responding quickly to fix problems to maintain service availability.
e Optimizing performance so systems run efficiently.
e Supporting security measures by working with the SOC to prevent and respond to
network-based threats.
Types of NOC

NOCs can be classified in different ways based on ownership, location, and function.

A) Based on Ownership & Management
1. In-House NOC

Owned and operated entirely by the organization.
Staffed with internal IT/network engineers.
Full control over processes, tools, and policies.

Example: A large bank managing its own network infrastructure.

2. Outsourced NOC (Managed NOC)

Operated by a third-party vendor or Managed Service Provider (MSP).
The vendor handles monitoring, troubleshooting, and maintenance.
Cost-effective for small and medium-sized businesses.

Example: A small company hiring an MSP like Tata Communications or IBM to manage
their network.
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3. Hybrid NOC
e Combination of in-house and outsourced operations.

e (ritical functions are kept internal, while routine monitoring or specific tasks are
outsourced.

e Example: A multinational company managing its critical data centers internally but
outsourcing branch office monitoring.

B) Based on Location
1. On-Premises NOC

e Located physically within the organization’s premises.

e Full control over infrastructure and data.

e Requires dedicated physical space, power backup, and security.
2. Remote NOC

e Located off-site or even in another country.

e Often used in outsourcing scenarios.

e Requires secure VPN and remote access tools.

C) Based on Function/Scale
1. Enterprise NOC
e Supports a single large organization.
e Tailored for specific business needs.
e Handles complex, high-volume traffic.
2. Service Provider NOC
e Managed by ISPs or telecom companies to monitor large-scale customer networks.

e Example: Airtel’s NOC managing internet, VolP, and data services for millions of
customers.

3. Global/Regional NOC
e Operates at a multinational level.
e Coordinates multiple regional NOCs for global service delivery.

e Example: Amazon Web Services (AWS) global NOC overseeing worldwide cloud operations.

Difference Between NOC and SOC
Table 10.1 Difference Between NOC and SOC

Feature NOC SocC
Focus Network performance & availability Cybersecurity threats & incidents
Keep services running without Protect against attacks & data
Goal . .
disruption breaches
. Networking, routing, switching, Threat detection, incident response,
Staff Skills Lo .
performance optimization forensics
Key Tools Network monitoring, configuration SIEM, IDS/IPS, EDR, SOAR
management
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10.3. Introduction of Security Information and Event Management (SIEM)
Security Information and Event Management (SIEM)

Security Information and Event Management (SIEM) is a security solution that collects, stores,
analyzes, and correlates data from across an organization’s IT systems to detect, investigate, and
respond to security threats.

Imagine SIEM as a central brain for security monitoring — it gathers logs and events from various
sources (servers, firewalls, applications, endpoints) and then uses analytics to spot suspicious
activities.

The main goals of SIEM are:
e Centralized log management — Collect logs from multiple sources into one place.
e Threat detection — Identify unusual or malicious activities.
e Incident response support — Help analysts investigate and respond faster.

Compliance reporting — Generate reports for laws like GDPR, HIPAA, ISO 27001.

Key Function of SIEM
1. Real-time Security Monitoring

One of the core functions of SIEM is continuous, real-time monitoring of an organization’s IT
environment. It gathers live log data from multiple sources such as servers, firewalls, network
devices, intrusion detection systems, cloud services, and applications. By constantly watching
for unusual activity, SIEM enables security teams to spot potential threats as they happen. This
function is critical for reducing the time between the start of an attack and the organization’s
awareness of it, which can prevent or minimize damage. For example, if an attacker is trying
multiple password combinations on a server, SIEM can immediately alert the security team
before the attempt succeeds.

2. Event Correlation

Event correlation is the process of linking different security events together to identify patterns
that could indicate an attack. On their own, individual events may seem harmless, but when
analyzed together, they can reveal suspicious or malicious activity. SIEM uses correlation rules
to connect these events and generate higher-priority alerts. For example, if a user logs in from
an unusual location and then downloads a large amount of sensitive data, SIEM would correlate
these two events into one incident, highlighting it as a potential breach. This function helps
uncover sophisticated attacks that may go unnoticed if events are viewed in isolation.

3. Incident Detection & Alerting

SIEM systems are designed to detect incidents and send alerts to security teams as soon as
suspicious activity is identified. Detection is based on a combination of predefined rules, anomaly
detection, and threat intelligence. When an incident matches a detection rule, such as
communication with a known malicious IP address, the SIEM generates an alert. The security
team can then investigate and respond quickly. Timely detection and alerting are vital for
preventing attacks from escalating and causing serious harm to the organization’s data and
systems.
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4. Log Management & Storage

SIEM provides centralized log management by collecting logs from different systems, normalizing
the data into a common format, and storing it securely for future use. This ensures that all
network, application, and system logs are easily accessible from a single location. Centralized
storage makes it simpler for analysts to review historical data during investigations or audits. It
also supports compliance requirements by retaining logs for a legally mandated period. For
example, if a breach is discovered months later, SIEM’s stored logs can help reconstruct the
attacker’s actions from the beginning.

5. Forensics & Investigation

When a security incident occurs, SIEM plays a vital role in forensic analysis by helping security
teams piece together exactly what happened. Analysts can use SIEM to search through historical
event data, track attacker movements, and determine the root cause of an incident. This
information helps identify vulnerabilities, understand how the attack was executed, and prevent
similar incidents in the future. For example, after a malware outbreak, SIEM can reveal which
email attachment delivered the malware, which users opened it, and how it spread across the
network.

6. Compliance & Reporting

Many industries are subject to regulations that require organizations to log security events and
demonstrate effective security controls. SIEM simplifies this by generating audit-ready reports
that summarize activity over a given time period. Reports can include details such as login
attempts, file access, privilege changes, and security incidents. This function not only helps
organizations meet compliance obligations under standards like GDPR, HIPAA, or ISO 27001 but
also proves that the organization takes data security seriously. In the event of a compliance
audit, these reports can be produced quickly and accurately.

7. Threat Intelligence Integration

Modern SIEM platforms integrate with threat intelligence feeds, which provide updated
information about known malicious IP addresses, domains, file hashes, and attack techniques.
By using this data, SIEM can detect threats that have already been identified in the wider
cybersecurity community. For example, if a system within the network communicates with an IP
address listed in a threat feed, SIEM can immediately flag the activity as suspicious. This
proactive approach allows organizations to block attacks before they cause harm, based on
intelligence gathered from outside sources.

8. Automated Response (via SOAR Integration)

Some SIEM systems are integrated with Security Orchestration, Automation, and Response
(SOAR) tools to take automatic action when certain threats are detected. This reduces the need
for manual intervention and speeds up the response process. Automated actions can include
isolating infected endpoints, blocking malicious IPs, disabling compromised accounts, or
initiating predefined incident response playbooks. For example, if ransomware-like behavior is
detected, the SIEM-SOAR system can automatically disconnect the affected machine from the
network to stop the spread before the security team even receives the alert.

Benefits of SIEM
e Faster Threat Detection — Early warnings for suspicious activities.

e Centralized Visibility — Single dashboard for all security events.
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e Regulatory Compliance — Easier audit preparation.

e Better Incident Response — Quick investigation with detailed event history.

e Proactive Security — Ability to spot patterns before they become attacks.
Challenges of SIEM

e High Cost — Licensing, infrastructure, and skilled staff required.

e Complex Configuration — Needs tuning to reduce false positives.

e Data Overload — Huge amounts of logs can be overwhelming.

e Skill Requirement — Requires experienced analysts to interpret results.

SIEM Deployment Models
SIEM solutions can be deployed in different environments depending on the organization’s size,
budget, security requirements, and infrastructure.

The main deployment models are:

e On-Premises SIEM: In this model, SIEM software is deployed and managed within the
organization’s infrastructure. It provides full control over the system but requires significant
resources for installation, maintenance, and scaling.

e Cloud-Based SIEM: A cloud-based SIEM solution is hosted by a third-party vendor and
delivered as a service. It offers scalability and flexibility, making it ideal for organizations
seeking to minimize hardware investments and offload management responsibilities.

e Hybrid SIEM: A hybrid approach combines on-premises and cloud-based SIEM components,
allowing organizations to maintain control over some data while leveraging cloud resources
for scalability and flexibility.

10.4. Integrating SOC, NOC and SIEM

Modern organizations rely heavily on technology for daily operations, which makes both security
and network performance critical. To ensure maximum protection and availability, three key
components are often integrated:

e SOC (Security Operations Center): Focuses on cybersecurity threats and incident
response.

e NOC (Network Operations Center): Ensures network uptime, reliability, and performance.

e SIEM (Security Information and Event Management): Centralized platform for collecting,
analyzing, and correlating logs/events from across the IT environment.

When integrated, these three elements provide holistic visibility, coordinated incident response,
and optimized network security management. Without integration, the SOC and NOC often work
in isolation — SOC focusing on security alerts, and NOC focusing on network health. This can
lead to:

e Delayed incident response due to communication gaps.
e Overlapping workloads when network issues have security causes (e.g., DDoS attacks).
e Incomplete visibility of both performance and threats.
Integration ensures:
e Faster detection of issues that impact both security and performance.
e Shared threat intelligence and operational data.

e Coordinated troubleshooting between SOC and NOC teams.
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Role of SIEM in Integration
The SIEM acts as a bridge between SOC and NOC by:

e Collecting logs from security tools (firewalls, IDS/IPS, antivirus) and network tools
(routers, switches, monitoring systems).

e Correlating security alerts with network performance metrics.
e Providing a single pane of glass for monitoring both threats and network health.

e Sending relevant alerts to both SOC and NOC teams based on severity and type.

The list of popular and widely used SIEM, NOC, and SOC software tools are given Table 10.2,
10.3 and 10.4, organized by category. These platforms are essential for cybersecurity monitoring,
network performance, and incident response.

SIEM (Security Information and Event Management) Tools
Table 10.2 SIEM Software Tools

Tool Name Key Features
Splunk Enterprise Security Real-time analytics, dashboards, threat detection
IBM QRadar Advanced correlation, compliance, forensic analysis
LogRhythm Threat lifecycle management, UEBA, automation
ManageEngine Log360 AD auditing, cloud log monitoring, compliance reports
AlienVault USM (AT&T) Asset discovery, vulnerability assessment, SIEM
ArcSight (Micro Focus) Scalable SIEM, threat hunting, SOC integration
Securonix Cloud-native, behavior analytics, threat modeling
SentinelOne Singularity SIEM Al-powered, hyper-automated threat detection

NOC (Network Operations Center) Tools
Table 10.3 NOC Software Tools

Tool Name Key Features
SolarWinds Hybrid Cloud Observability | Network mapping, SNMP/WMI polling, alerts
LogicMonitor Cloud-native, Al-driven anomaly detection
Paessler PRTG Sensor-based monitoring, dashboards, maps
NinjaOne Endpoint management, patching, remote access
ConnectWise Automate IT automation, remote monitoring
Datto RMM MSP-focused, cloud monitoring
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SOC (Security Operations Center) Tools
Table 10.4 SOC Software Tools

Tool Name Key Features
Microsoft Sentinel Cloud-native SIEM + SOAR, threat intelligence
CrowdStrike Falcon Endpoint detection, real-time response
Rapid7 InsightVM Vulnerability management, asset prioritization
Elastic Security (ELK Stack) Log analysis, threat hunting, dashboards
Torq Hyperautomation, playbook orchestration
Wireshark Deep packet inspection, protocol analysis
Qualys Continuous monitoring, compliance

@Points to remember:
e SOC monitors and defends against security threats.

e NOC ensures smooth network performance.
e SIEM detects security issues through data analysis.
e SOC, NOC, and SIEM work together for faster, coordinated responses.

e Integration leads to better protection and efficiency.

Practical Activity 10.1: SIEM Tool Exploration

Materials Needed:
e Computers with internet access

e Installed SIEM tool (e.g., Splunk, ELK Stack, or Graylog)
e Sample log files (system logs, web server logs, firewall logs)
e Terminal or command prompt access
Step-by-Step Process:
Step 1: Log in to the SIEM Tool
e Open the SIEM web interface in a browser
e Use provided credentials to log in
Step 2: Add a Log File for Monitoring
e Example command in Splunk:
o ./splunk add monitor /path/to/logfile.log
o ./splunk restart
Step 3: Search Logs for Suspicious Activity
e Minimal search command:

o ./splunk search 'error OR failed login' -maxout 10
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Step 4: View Top Events or Patterns
e Example command to see top IP addresses or users:
o ./splunk search 'index=main | top clientip' -maxout 10
Step 5: Stop Monitoring the Log File (Cleanup)
e Remove the monitored log file:
o ./splunk remove monitor /path/to/logfile.log

o ./splunk restart

Practical Activity 10.2: Simulated Security Monitoring and Incident Response

Materials Needed: Computers with internet access, Network monitoring tool (e.g., Wireshark
or a simple network traffic analyzer), Sample logs or simulated event data (can be created
manually or downloaded), Spreadsheet or simple database to collect and analyze logs, A
whiteboard or paper for note-taking.

Steps:
Form Teams: Divide the class into three groups — SOC team, NOC team, and SIEM analysts.
Role Assignment:

e SOC Team: Monitor for security threats using sample logs or alerts (e.g., unusual login
attempts, malware warnings).

e NOC Team: Monitor network performance data (e.g., bandwidth usage, downtime
events).

e SIEM Analysts: Collect logs from both teams, correlate events, and identify if a security
incident is affecting network performance.

Simulate an Incident:

e Provide the teams with a scenario where network slowdown coincides with suspicious
activities like multiple failed logins or strange IP addresses.

Analyze Data: Each team reviews their data, then shares information with the SIEM analysts.

Incident Response: Based on the correlated data, SOC decides on security measures (e.g.,
blocking IPs), and NOC takes network optimization steps.

Discussion: Reflect on how integrating information helped identify and resolve the issue faster
than working separately.

List of other suggested practical activities:
Objective: To monitor network health and performance metrics in a NOC-style dashboard.
Tools & Platform Needed:

e Hardware: LAN-connected devices or virtual machines.

e Apps: Use Nagios, Zabbix, or PRTG Network Monitor to visualize uptime, bandwidth,
and latency.

Objective: To simulate a SOC alert triage and incident response workflow.
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Tools & Platform Needed:

e Hardware: Two systems (attacker and defender) or virtual lab.

e Apps: Use Security Onion or AlienVault OSSIM to generate alerts; document response
steps in a mock SOC playbook.

Objective: To detect insider threats using user behavior analytics in a SOC simulation.
Tools & Platform Needed:
e Hardware: Computer or virtual lab.

Apps: Use UEBA modules in SIEM platforms (e.g., Splunk UBA); simulate abnormal login or
file access patterns.

Summary

e Security Operations (SecOps) involves continuous monitoring and response to cybersecurity
threats to protect IT infrastructure.

e A Security Operations Center (SOC) is a centralized team that manages real-time threat
detection and incident response.

e Security Management focuses on policy creation, risk assessment, compliance, and training
to proactively safeguard assets.

e Network Operations Center (NOC) monitors network performance, availability, and fixes
connectivity issues to ensure smooth operations.

e SOC and NOC differ: SOC handles security threats, while NOC focuses on network health
and uptime.

e SIEM collects and analyzes security data from various sources to detect, investigate, and
respond to cyber incidents.

e Key SIEM functions include real-time monitoring, event correlation, log management,
forensics, compliance, and automated response.

e SIEM can be deployed on-premises, in the cloud, or using a hybrid approach based on
organizational needs.

e Integrating SOC, NOC, and SIEM improves visibility, speeds incident response, and reduces
downtime through coordinated efforts.

e Integration leads to cost efficiency, better threat detection, comprehensive IT coverage, and
optimized resource use.

ASSESSMENT

A. Multiple Choice Questions

1. What is the primary role of a Security Operations Center (SOC)?
a) Network performance monitoring

b) Cybersecurity threat detection and response

c) Software development

d) Hardware installation

2. Which activity is NOT typically part of Security Operations?
a) Real-time monitoring

b) Patch and vulnerability management

c) Employee payroll processing

d) Incident response
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3. Which of the following is a key function of SIEM?
a) Log collection and analysis

b) Customer support

c) Financial auditing

d) Software coding

4. What type of SOC is managed by a third-party provider?
a) In-house SOC

b) Outsourced SOC (Managed SOC)

c) Hybrid SOC

d) Virtual SOC

5. What does NOC primarily monitor?

a) Cybersecurity threats

b) Network performance and availability
c) Employee behavior

d) Software licensing

6. Which SIEM deployment model offers full control but requires significant resources?
a) Cloud-based SIEM

b) On-premises SIEM

c) Hybrid SIEM

d) Managed SIEM

7.What tool is often integrated with SIEM for automated response?
a) SOAR

b) VPN

c) CMS

d) ERP

8. Which of these is NOT a benefit of integrating SOC, NOC, and SIEM?
a) Faster incident resolution

b) Reduced downtime

c) Increased manual workload

d) Better threat context

9.1n the context of security management, what does compliance management ensure?
a) Employees meet work deadlines

b) Organization meets regulatory and industry standards

¢) Network uptime

d) Software updates

10. Which SOC type operates remotely using cloud-based tools?

a) In-house SOC

b) Virtual SOC (vSOC)

c) Outsourced SOC

d) Command SOC

B. Fill-in-the-blanks
1. The centralized unit responsible for cybersecurity monitoring is called a
2. focuses on policy-driven, preventive security management.

3.The main goal of a Network Operations Center (NOC) is to ensure network and
availability.
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4.SIEM stands for Information and Event Management.

S. is the process of linking different security events to identify attack patterns.
6.An SOC combines internal and external security operations.

7.SIEM can generate audit-ready reports to support requirements.

8.The function of involves collecting logs from multiple systems into one place.
9.A SOC is managed entirely by the organization’s own staff and infrastructure.

10. SIEM integrated with SOAR can trigger responses automatically.

C. True/False questions

1. Security Operations involve continuous, real-time monitoring and response to
cybersecurity incidents.

2. A Security Operations Center (SOC) only detects security threats but does not respond to
them.

.In-house SOCs are operated entirely by an organization’s own staff within its premises.
.Outsourced SOCs give organizations full control over their security policies and tools.

.Virtual SOCs allow security analysts to work remotely using cloud-based tools.

o U~ W

.The primary goal of a Network Operations Center (NOC) is to detect and respond to
cybersecurity threats.

7.NOCs focus mainly on network performance, availability, and efficiency rather than
security threats.

8. Hybrid NOCs combine both internal and outsourced network management functions.
9. Command SOCs coordinate incident response across multiple regional SOCs worldwide.

10. Remote NOCs are always located on the organization’s physical premises.

Short Answer Questions
What is the primary function of Security Operations?
Define Security Operations Center (SOC).

List three core activities of security operations.

D.
1
2
3
4. How does Security Management differ from Security Operations?
5. Name two key components of Security Management.

6. What is the goal of a Network Operations Center (NOC)?

7. Mention two types of SOC based on ownership.

8. What is an Outsourced SOC?

9. Describe a Virtual SOC (vSOC).

10. What are the main responsibilities of a NOC?
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. Long Answer Questions

Explain the difference between Security Operations and Security Management.

E

1

2. Discuss the core activities of Security Operations.

3. What are the key components of Security Management?
4

Differentiate between the types of Security Operations Centers (SOC): In-House,
Outsourced, Hybrid, Virtual, and Command SOC.

Define Security Information and Event Management (SIEM).
Discuss the advantages of integrating SOC, NOC, and SIEM.
Describe the different SIEM deployment models: On-Premises, Cloud-Based, and Hybrid.

Answer Key
A. Multiple Choice Questions
1. (b), 2. (c), 3. (a), 4. (b), 5. (b), 6. (b), 7. (a), 8. (¢), 9. (b), 10. (b)

B. Fill-in-the-blanks

1. Security Operations Center (SOC), 2. Security Management, 3. Performance, 4. Security,
5. Event Correlation, 6. Hybrid, 7. Compliance, 8. Log Management, 9. In-house,
10. automated

C. True/False questions

1. True, 2. False, 3. True, 4. False, 5. True, 6. False, 7. True, 8. True, 9. True, 10. False

PSS Central Institute of Vocational Education WWW.psscive.ac.in




Junior Cyber Security Associate — Grade XI| 132

faga s gaaFa

&

gadE R
NCEE=RT

PSS Central Institute of Vocational Education

[A constituent unit of NCERT, Under Ministry of Education, Government of India)
Shyamla Hills, Bhopal - 462 002, Madhya Pradesh, India

WWW.pSscive.ac.in

PSS Central Institute of Vocational Education WWW.psscive.ac.in


http://www.psscive.ac.in/

